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Preface

Intended Audience

Welcome to Release 2.0 of the Oracle Fusion Governance, Risk and Compliance Intelligence
User's Guide.

This guide is intended for information technology personnel and privileged users
responsible for using and configuring the GRC Intelligence application. It assumes the
reader is familiar with Oracle applications.

See Related Information Sources on page x for more Oracle Applications product
information.

TTY Relay Access to Oracle Support Services

To reach AT&T Customer Assistants, dial 711 or 1.800.855.2880. An AT&T Customer
Assistant will relay information between the customer and Oracle Support Services at
1.800.223.1711. Complete instructions for using the AT&T relay services are available at
http://www.consumer.att.com/relay/tty/standard2.html. After the AT&T Customer
Assistant contacts Oracle Support Services, an Oracle Support Services engineer will
handle technical issues and provide customer support according to the Oracle service
request process.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation accessible
to all users, including users that are disabled. To that end, our documentation includes
features that make information available to users of assistive technology. This
documentation is available in HTML format, and contains markup to facilitate access by
the disabled community. Accessibility standards will continue to evolve over time, and
Oracle is actively engaged with other market-leading technology vendors to address
technical obstacles so that our documentation can be accessible to all of our customers.



For more information, visit the Oracle Accessibility Program Web site at
http://www.oracle.com/accessibility/.

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an otherwise
empty line; however, some screen readers may not always read a line of text that
consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation

Structure

This documentation may contain links to Web sites of other companies or organizations
that Oracle does not own or control. Oracle neither evaluates nor makes any
representations regarding the accessibility of these Web sites.

1 Dashboards

2 Governance and Compliance Management Dashboards
3 Application Access Control Dashboards

4 Repository Modeling for SOD Subject Areas

5 Modifying Reports and Dashboards

Related Information Sources

Oracle Fusion Governance, Risk and Compliance Intelligence Implementation Guide

Do Not Use Database Tools to Modify Oracle Applications Data

Oracle STRONGLY RECOMMENDS that you never use SQL*Plus, Oracle Data
Browser, database triggers, or any other tool to modify Oracle Applications data unless
otherwise instructed.

Oracle provides powerful tools you can use to create, store, change, retrieve, and
maintain information in an Oracle database. But if you use Oracle tools such as
SQL*Plus to modify Oracle Applications data, you risk destroying the integrity of your
data and you lose the ability to audit changes to your data.

Because Oracle Applications tables are interrelated, any change you make using an
Oracle Applications form can update many tables at once. But when you modify Oracle
Applications data using anything other than Oracle Applications, you may change a
row in one table without making corresponding changes in related tables. If your tables
get out of synchronization with each other, you risk retrieving erroneous information
and you risk unpredictable results throughout Oracle Applications.

When you use Oracle Applications to modify your data, Oracle Applications



automatically checks that your changes are valid. Oracle Applications also keeps track
of who changes information. If you enter information into database tables using
database tools, you may store invalid information. You also lose the ability to track who
has changed your information because SQL*Plus and other database tools do not keep a
record of changes.
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1

Dashboards

About Dashboards

GRC Intelligence provides dashboards that present a summarized view of key
information such as significant account evaluations and certification results, by
significant account, organization, and process. The dashboards highlight potential
trouble areas such as ineffective controls, processes that are certified with issues, and
unmitigated risks.

Dashboards and the reports contained on them are fully customizable. To customize a
dashboard, select Edit Dashboard from the Page Options menu. Once on the Edit

Dashboard page, refer to the online help for detailed information on editing the
dashboard

Dashboard Options
On every report on all dashboards, you have the following options:
*  Modify: Select to customize the current report. After you select the Modify link,
refer to the online help for details on modifying the report.

* Refresh: Select to update the report with the most current data.

* Download: Select to download the current report to Excel, Powerpoint, Excel 2000,
Data, or to a Web Page (MHTML)

e Add to Briefing Book: If your organization licensed Oracle Bl Briefing Books, select
this link to store a static snapshot of dashboard pages or individual requests in one
or more briefing books. You can then download and share briefing books for
viewing offline.

You can choose to view many GRCM reports by the following dimensions:

* Account Level: The level of the account hierarchy used to model the account

Dashboards 1-1



structure of an organization.

* Cycle level: The level of the cycle hierarchy used to model the business cycle
structure of an organization, such as payroll.

* Organization level: The level of the organizational hierarchy structure.

¢ Fourth Map level: The level of an optional organizational hierarchy structure. The
fourth hierarchical data map is not configured by default; it is user-defined.

In many reports you can select a process, issue or risk to view details in GRC Manager.
GRC Manager works with different roles and responsibilities in compliance with the
Sarbanes-Oxley Act to enable users to perform the following types of tasks in managing
business process information:

* Create organization maps and business processes
* Define assertions, risks, controls and tests for controls for business processes

¢ Route business processes for data collection, approval, management assessment,
and testing

* Revise, validate, and approve business processes

e Test controls for business processes and document the test results

* Create, remediate and close issues associated with business processes
¢ Generate and review reports

* Monitor compliance status via the Executive Dashboard

Many dashboards also have page-level prompts that you can use to view all reports on
the dashboard by Period, Control Type, Issue Type, Risk Type, or Process Type.

1-2 Oracle Fusion Governance, Risk and Compliance Intelligence User's Guide



2

Governance and Compliance Management

Dashboards

This chapter covers the following topics:

GRC Overview Dashboard
Certifications Dashboard
Controls Dashboard

Issues Dashboard

Risks Dashboard

Testing Dashboard

Oracle BI Publisher (BIP) Reports

GRC Overview Dashboard

The GRC Overview Dashboard consists of two tabs:

GRC Overall

Overall

Activities

The GRC Overall tab consists of the following reports by default, but you can customize
the page to add custom reports if desired. You can also specify a period, which will
limit the data shown in all of the reports on the dashboard to that specific period.

Risk Heat Map - Business Processes: Highlights risk significance and likelihood by
Business Process. Select the Number of Processes to view details about the
processes.

Governance and Compliance Management Dashboards 2-1



e

e Risk Heat Map - Business Processes
Low Medium High
Likelihood Likelihood  Likelihood
B F_“Sk Murnber of Murnber of Murnber of Murnber of
Significance Processes Processes Processes Processes
Med-Low 2 ]
Medium 4
Med-High 2 1 3
Hoh | 1 z

Request contains no fiters
Modity - Refresh - Download - Add to Briefing Book

e Risk Heat Map - Process Issues: Highlights risk significance and likelihood by
Process Issue.

b

- ? Risk Heat Map - Process Issues

Low Medium High
Likelihood Likelihood Likelihmocd

Risk Frocess Frocess
Significance lzzues Frocess lzsues lzz0es Process lssues
Med-Low 1
Medium 3
Med-High 1 2

High | :

Modity - Refresh - Download - Add to Briefing Book

¢ Risk Heat Map - Controls: Highlights risk significance and likelihood by Control.
Drill down in the Control type column to see details broken down by type
(Preventive, Corrective or Detective.) Drill down in a Number of Controls column
to see additional details.

Note: The note you see on the report in this example is due to a filter that was
applied when the report was created. The data within the filter is test data and is
not applicable to your implementation. Refer to Chapter 2 of this guide for
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additional information on filters.

B

= ? Risk Heat Map - Controls

Low Medium  High
Likelihood Likelihood Likelibood

) BISH Control Hurnber of Hurnber of Murnber of Hurnber of
Significance Type Cortrols Cortrols Cortrols Contrals

Prexventive 1 3
Med-Low Corrective 1
Detective
Prexventive
Medium Corrective
Detective

) Preventive
Med-High -
Detective 1

2
Preventive 1
Corrective 1

Coantrol Key iz not equal to Fis not in -1
Modify - Refresh - Download - Add to Briefing Book

[ ]

Risk Heat Map - Control Issues: Highlights risk significance and likelihood by
Control Issue. Drill down in a Control Issues column to see details of the control
issues including whether or not the control is in scope, the risk significance and the
risk likelihood.
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F

- ? Risk Heat Map - Control Issues

Low Medium High
Likelihood Likelihood Likelihmod

Risk Cortral
Significance lzsues Contral Issues | Control lssues | Control lssues
Med-Low 1 1
Med-High 1 1 g
Medium g

High ] :

Modify - Refresh - Dowenload - Add to Briefing Book

* Regulatory Compliance Status: Displays the overall compliance status. Drill down
to see details of the controls including how many failed controls there are by
period. You can view this report by Account level, Cycle level, Organization level,
or Fourth Map level.

B

Regulatory Compliance Status

- {Drill on dimengion to 2ee detail information)
Select Dimension | Account Level 2 Name b |
Account Level Process In Total Control | Total Test | Failed Period
2 Hame Type Scope | Count Count Control %~ | Hame
Accounting Process No 27 0 3.70% () 20080
Accounting Process Mo 3 0 0.00% () Yz008Q3
Accounting Process No 24 0 0.00% () Y200804
Accounting Process Mo 19 0 0.00% () Yz00802

Modify - Refresh - Download - Add to Briefing Book

* Certification Status: Shows the number of certified processes by account and by
process. You can view this report by Account level, Cycle level, Organization level,
or Fourth Map level. You can also select a process key or dimension value to view
additional details.
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¥ Certification Status
f,,* % (Drill on Process |d to 2ee more detail information)

B

—
Celect Dimension | Account Level 2 Mame b |

Account Level 2 | Process Process Process Certified
Hame Type Process Title | Owner Key Count =
Accounting Process Process_HGsales icadmin 5]
Accounting Process Processz_lssues  icadmin 7 _
Accounting Process Process1_0320  icadmin 1 1
Accounting Process Process4_0320  icadmin 13 2

Certified Count iz not null

Madify - Refresh - Dowwnload - Add to Briefing Book

¢ Non-Compliant Processes: Displays noncompliant processes. You can view this
report by Account level, Cycle level, Organization level, or Fourth Map level. Select
a dimension value to view additional details.

L5 MNon-Compliant Processes

Account

Level 2 Process

Hame Type

B

Select Dimension

Account Level 2 Mame

W

Process  Process | Process | Assessment | Certified

Process Title Owner

State

Total Count | Count =

Accounting |Process
Accounting |Process
Accounting Process

Accounting |Process

GRC Activities

Process_ HGsales icadmin
Process_|zsues  icadmin
Process1_0320  icadmin
Proces=s4 0320  icadmin

Releazed
Releazed
Released

Releazed

JECG T e Y

o
1
2

Madify - Refresh - Dowwnload - &dd to Briefing Book

The GRC Activities tab consists of the following reports by default, but you can
customize the page to add custom reports if desired. You can also choose to limit the
reports by Period, Control Type, Issue Type, Process Type, Risk Type, and Control Test
Type using the dashboard prompts.

¢ Controls Summary: Shows by control type, the count of control tests with the
percentage of passed and failed control tests. You can select a dimension by which
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to view this report. Select a control in the Control Title column to view the details of
the control in GRC Manager.

Note: The note you see on the report is due to a filter that was applied when the
report shown in this example was created. The data within the filter is test data and
is not applicable to your implementation. Refer to Chapter 4 of this guide for
additional information on filters.

A
(?*J Controls Summary
Select Dimension | Account Level 2 Name w
% Count
Account | Control Control of Passed| Failed
Level 2 Test Control |In Control Document | Control| Control| Control
Name Type Type Scope | Title D Tests | % v
Nuowo
Accounting | Audit Preventive Mo controllo 28 27100.00%
control 1
Acceptance
Accounting| Process | Preventive No pasz Control 4609 4 25.00%
2
S Danizh
. . . control hkb -
Accounting | Audit Preventive |No Nyt 237 10| 50.00%
kentrolelement
Nuowo
Accounting Process | Preventive Mo controlio 164 2
control 1

Total Control Count iz not null

and Pazzed Control % i= not null
or Failed Control % iz not null

Modify - Refrezh - Download - Add to Briefing Book

* Risks by Process - Issues Aging: Displays issues relating to high risk processes and
if they are overdue, it shows by how many days. Select a risk in the Risk Title
column to view the details of the risk in GRC Manager.

Note: The note you see on the report is due to a filter that was applied when the
report shown in this example was created. The data within the filter is test data and
is not applicable to your implementation. Refer to Chapter 4 of this guide for
additional information on filters.
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B

-3# Risks hy Process - Issues Aging

Select Dimension | Account Level 2 Mame W
Account ) Days
Level 2 Process |Issue Risk | Due Overdue | 135U
Hame Type Type RizkType | Title | Date - Severity
Accounting Process  Evaluation :err;indmal Rizks 47202008 23 Deficiency
Accourting Process  |BEvaluation :err;indu:lal Rizk1 47202005 23 Deficiency
Accournting Procezs Aszessment e el Fizks 47202005 UG
Frau Wieakness
Accourting Procezs  Evaluation e el RizkZ 47202008 Slgmf.lcam
Fraud Deficiency
Accourting Process  Assessment Elrr;indmal Fizk3 47202008 23 Deficiency
Accounting Process Evaluation E:;?Eﬂmal FizkZ 47202002 23 Deficiency
Accourting |Process  [Evalustion  |PeneRl o [4mpm008 i it
Fraud Weakness
Acocounting Process  Evalustion Elrr;indclal Rizk1 47202005 23 Deficiency
Accounting Process  Evaluation e el Rizkad 47202008 Slgnlf.lcant
Fraud Deficiency
Accounting Procezs  Evaluation i Rizks 47202005 UG
Fraw Wigakness

(4] (4] [» ) [b#) Records21-30

lzzue Status is equal to Open
and Rizk Key iz nat egqual to Fiz not in -1

hodity - Refresh - Download - Add to Briefing Book

¢ Control Test Summary: Displays by process and control type, the total count of
control tests and the percentage of tests that are Open and Closed. Select a process
in the Process Title column to view the details of the process in GRC Manager.
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‘,# Control Test Summary

Select Dimension

Account Level 2 Name hd |

Total Test
Count

Control
Test Type

Open
Test%

In
Scope

Process
Document ID

Process
Type

Account

Level 2 Name Test t~

Process Title

Nugvo processo
25| aziendale approval No
workflow 1

463 | Acceptance pass No

Nuowvo processo
9% aziendale approval No
workflow 1

Nuovo processo

100| aziendale approval No
workflow 1
Nuowvo processo

102| aziendale approval No
workflow 1

(E (Il II) @ Records 1-5

Total Test Count iz not null

Closed ‘

Accounting Process Audit 0

Accounting Process Process 0

Accounting Process Audit 0

Accounting Process Audit 0

Accounting Process Audit 0

Modify - Refresh - Download - Add to Briefing Book

e Issues Scorecard Summary: Displays the count of Risk, Control, and Process for
each Issue. Drill down to see details of the issue including the type, title and current

state.
#
/ Issues Scorecard Summary
p (Crill on walues to see more detail information))

Celect Dimension | ACccount Level 2 Mame b
Account Risk |Control Process
Level 2 Is=zue lssue | Issue |lssue Is=zue
Hame Type State | Count | Count Count
Accounting | Aszessment Open 0 1 ]

) Cortrol
Accounting Evaluation Open 0 1 ]
Accounting | Evaluation  Open 1 4 2
Accounting  Process Clozed 0 1 1
Accounting  Process Open 2 ] 1

Modify - Refresh - Dowenload - Add to Briefing Book

Certifications Dashboard
The Certification Dashboard consists of two tabs:
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Overview

Activities

Certifications Overview

The Certifications Overview tab consists of the following reports by default, but you
can customize the page to add custom reports if desired. You can also choose to limit
the reports by Period Name and Process Type.

Certifications By Process - Current and Prior Year: Shows Certifications by Process
for the current and prior year. You can view this report as either a table or a chart. If
you view it as a table, you can select a process in the Process Title column to view
its details in GRC Manager. You can also select a year to view a breakdown by
quarter.

Note: The note you see on the report is due to a filter that was applied when the
report shown in this example was created. The data within the filter is test data and
is not applicable to your implementation. Refer to Chapter 4 of this guide for
additional information on filters.

£y
/& Certifications By Process - Current and Prior Year
Select Dimension | Account Level 2 Mame W
Select View | Tahle »
Year Ago
Certified
Account | Process Count
Level 2 Document Certified | (Completion
Year |Hame 1] Process Title | Count Date}
2005 | Accounting 11 Processl 0320 1
20028 | Accounting 46 Process HOsales 0
2005 | Accounting G4 Process lssues 0
2005 | Accounting 158 Processd 0320 1

Cerified Count iz not null
and Process Key is not equalto fis notin 0
and Procezs Type iz equal to Process

Modity - Eefresh - Download - Add to Briefing Book

Design and Operating Effectiveness by Process: Displays design and operating
effectiveness by process. If you choose to display this report as a chart, you can click
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on a column to see a further breakdown of the failure by process. If you display it as
a table, you can select a process in the Process Title column to view its details in
GRC Manager.

b

p Design and Operating Effectiveness by Process

%elect Dimension | Accourt Level 2 Mame A

Select View

75.00%
B0.00%
Dasign
Falled %
E 45.00%
m
w
& B Operating
0,00 Falled %
15.00%
0.00%

Accounting Process
Account Level 2 Marme Process Type

Azzesament Total Count iz not null

Modify - Refresh - Download - Add to Briefing Book

* Assessments - Completion Due Date: Displays the days by which an assessment is
overdue for completion. A negative value that displays in red signifies that the
assessment is due after the number of days specified. A positive value in black
signifies that the due date has passed by the specified number of days. You can drill
to GRC Manager by selecting a process or assessment title.

In tables, underlined links lead to external data, and plain links stay within GRCI.
For example, in this table, the underlined links invoke GRC Manager to show
details of the process and assessments.

Note: Please be aware that sometimes the Process Doc ID in not
underlined and it is a hyperlink to GRCM, which enables you to
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view the process document.

iy
Assessments - Completion Due Date
/ (Crill on Process Cowner Mame to views: an Assessment Summary)
Zelect Dimension | Account Level 2 Mame b
Account | Process Days
Level 2 Document Process | Assessment Due Quer
Hame 1D Process Title Owner | Title Date Due
) . ) Aszessment -
Accounting 11 Process1 0320 |icadmin E———— 2452005 ]
Accounting 46 Process HGsales icadmin Assessment - 41 452005 -2
Process HGzales
Accounting G4 Process |zsues  |icadmin Assessment - 41252005 ]
Process lssues
) . . Aszessment -
Accounting 158 Proceszsd 0320 icadmin Frocessd 0320 45552005 4
A ccourting 158|Processs 0320 |icapmin  [DESESEMEME- e o0gs 0

Procezsd 0320

Modify - Refresh - Dovwwnload - Add to Briefing Book

Certifications Activities
The Certifications Activities tab consists of the following reports by default, but you can
customize the page to add custom reports if desired. You can also choose to limit the
reports by Period Name, Control Type, and Process Type using the dashboard prompts.

¢ Assessment Status By Process Owner: Displays the assessment status by process
owner. Select a process in the Process Title column to view its details in GRC

Manager.

* Negative Reviewer Certification Responses By Process Id: Displays instances
where an Executive Reviewer did not answer "Yes" to certify a process. Select the
process owner's name to view details of their certification response.
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Megative Reviewer Certification Responses By Process Id
L (Drill on Process Crwwner Mame to vieve their Cedification Responses)

Reviewer
Certification
Question Reviewer Certification Answer

| cerify that the
infarmation in this
assessment is
accurste and
complete to the best
of my knowledge.

Process Owner | Process Type |Process Title | MA Reviewer

icadmin Process Process lssues

Reviewer Cerification &nswer iz equal to Ho

Modity - Refresh - Dovenload - Add to Briefing Book

* Design and Operating Effectiveness by Control: Displays design and operating
effectiveness by control. You can view this report as a table or as a chart.

#

Design and Operating Effectiveness by
Control

Select View

120.00%

90.00%
E0.00%
30.00% | | I

0.00%
Corrective  Datective  Freventive

% Fallad

Control Type

B Design Falled % B Operating Failked

Azzessment Total Count is not null

Modity - Refresh - Download - Add to Briefing Book
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Controls Dashboard
The Controls Dashboard consists of two tabs:

e  QOverview

e  Activities

Controls Overview

The Controls Overview tab consists of the following reports by default, but you can
customize the page to add custom reports if desired. You can also choose to limit the
reports by Period Name, Control Type, and Process Type using the dashboard prompts.

¢ Controls Summary: Displays the count of control tests by control and account type,
with the percentage of passed and failed control tests. Select a control title to
display details of the control in GRC Manager.

Note: The note you see on the report is due to a filter that was applied when the
report shown in this example was created. The data within the filter is test data and
is not applicable to your implementation. Refer to Chapter 4 of this guide for
additional information on filters.

Governance and Compliance Management Dashboards 2-13



P

%“?\J Controls Summary

Select Dimension | Account Level 2 Name w
% Count
Account | Control Control of Passed| Failed
Level 2 Test Control |In Control Document | Control| Control| Control
Name Type Type Scope | Title D Tests | % v
Nuove
Accounting | Audit Preventive |No controlio 28 27 100.00%
control 1
Acceptance
Accounting Process | Preventive Mo pass Control 469 4 25.00%
2
SK Danizh
) . . contrel hkb -
Accounting | Audit Preventive No _'ﬂN— 237 100 50.00%
kentrolelement
Nuoveo
Accounting Process | Preventive Mo controlio 164 2
control 1

Total Control Count iz not null

and Pazzed Control % i= not null
or Failed Contrel % iz not null

Modify - Refrezh - Download - Add to Briefing Book

* Processes With Control Issues: Displays processes with control issues. Select a
process title to display details of the process in GRC Manager, or select a Process
Document ID to view additional details.
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F

Processes With Control Issues

- (Drill on Control lzsue Count to viesy details)

Process Process Control Control Issue
Type Process Title | Document 1D Type Count *

Process Process lssues G4 |Presventive 2
Process Process lzsues G4 |Detective 2
Process Process HOsales 46 Prewventive 1
Process Process lzsues Gd | Corrective 1
Process Processd 0320 167 Detective 1

Control lssue Count is not equalto fis not in 0

Modify - Refresh - Downlosd - Add to Briefing Book

* Accounts Lacking Mitigating Controls: Displays accounts that do not have
subordinate or monitoring controls.
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‘!__ Accounts Lacking Mitigating Controls
/A

[Dill on walues to view Likelihood of Risk associated with this Account)

Select Dimension | Crdanization Level 2 Mame W

Key
Organization Process Key Control| Subordinate | Subordinate | Monitoring | Monitoring
Level 2 Process |Process |Document | Control Count | Control Control Control Control
Hame Type Title (1] Count | % Count Count % Count Count %

Iley
Qrganization Process Business & 1 1.15% u] 0.00% n] 0.00%
Process

[uco

Rrocesszo

Organization  |Progess  |Pocndale 25 1 115% i 0.00% o 0.00%

approval
ok flowy
1

udra

process0

Orgenization  |Progess  |2ocnddle 96 1] 145% 0 0.00% ] 0.00%

approval
ok tloney
1

Mudyo

processo

Orgarization  |Pracess  |Pocndsls a8 10 145% 0 0.00% a 0.00%

appraval
v arkflon
1

IR ]

Rrocesso

Crganization  Progess  |2oenddle 100 1| 145% 0 0.00% a 0.00%

approval
searkflon
1

R EN [ [»#*) Records1-5

tdadify - Refresh - Dowvoload - Add to Briefing Book

® In the Subordinate control column, yellow highlighting indicates that there are
no mitigating controls and you should perform follow up to ensure that is
appropriate.

* In the Key control column, Red highlighting indicates that there are no key
controls, which is a problem that must be addressed.

* Manual versus Automated Control and Risk Rating Comparison: Summarizes the
number of control issues by control type and method. Green highlighting with a
flag indicates that there are no control issues.
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kg A
p Manual versus Automated Control and Risk Rating Comparison
Select Dimensian| Organization Level 2 Name v|
Organization Level 2 Nlame | Control Type | In Soope| Control Method | Risk Rating| Control Issue Countl
Organization Preventive Mo Manual T 9
Templates Preventive No Manual 1
TAF Preventive No Manual 18 o
Modify - Refresh - Download - Add to Briefing Book
* Control Test Summary: Displays by process and control type the total count of
control tests and the percentage of tests that are Open and Closed. In the Closed
Test column:
¢ Red highlighting indicates 0-50% of the tests are closed
¢ Yellow highlighting indicates that between 51-84% of the tests are closed
¢ Green indicates that 100% of the tests are complete

-_gf Control Test Summary

Select Dimension | Account Level 2 Name - |

Total Test
Count

Control
Test Type

Open
Test%

In
Scope

Process
Document 1D

Process
Type

Account

Closed
Level 2 Name

Test i~

Process Title

Nugvo processo

Accounting Process 25|aziendale approval No Audit 0
workflow 1

Accounting Process 463 Acceptance pass No Process 0

Nugove processo
Accounting Process 98| aziendale approval No Audit 0
workflow 1

Nuovo processo
Accounting Process 100 aziendale approval No Audit 0
workflow 1

Nugove processo
Accounting Process 102 aziendale approval No Audit 0
workflow 1

W] 1 [ [»%) Records1-5
Total Test Count is not null

Modify - Refresh - Downlead - Add to Briefing Book

Controls Activities

The Control Activities tab consists of the following reports by default, but you can
customize the page to add custom reports if desired. You can also choose to limit the
reports by Period Name, Control Type, and Process Type using the dashboard prompts.

¢ Controls Count - Summary: Displays the number of Key Controls for each process.
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You can select a different dimension or metric by which to view the report. Select a
dimension value, Process Type or Process Document ID to view details in GRC
Intelligence; select a Process Title to view details in GRC Manager.

Fu

g _é\ Controls Count - Summary

Select Select
Dimension |-E'-'3'3':"-""t Lewel 2 Mame V| Metric |Hey Cortrol Count

Account HKey
Level 2 Process Process Control
Hame Type Process Title Document ID | Count
Accourting Process Process] 02320 11 1
Acoounting Process Processl 0320 102 1
Accounting Procesz Process? 0320 25 1
Accounting Process Process1 033 32 1
Acocounting Process Process HGzales 46 2

{E ':Il II:' @ Records 1 -5

hadity - Refresh - Download - Add to Briefing Book

* Number of Controls Failures By Risk Type: Displays the number of control
failures by risk type for an organization. Select a Risk Type to view Control Failures
by Process.
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Number of Controls Failures By Risk Type

> (In the table viewy, dril on Risk Type to wiesy Contral Failures by Process)

Select Dimension | Account Lewvel 2 Mame hd

Select View

Account Count of Failed

Level 2 Process Control Control Control Failed Period
Hame Type Tyvpe RiskType Tests Count Control % | Hame
Sccountng  Process | Corrective E'r';?"'c'f'a' 3 2 BBETH Y2008
Sccounting  Process | Detective E'r';?":f'a' 3 2 BBET® Y200801
Sccountng  Process  |Prevertive E'r';?‘:f'a' B 3 50.00% v200801
Accounting  |Process  |Prevertive |Loouietony 1 1 100.00% Y2008

Campliance

Failed Control %% iz not null
Modify - Befresh - Dowenload - Add to Briefing Book

Controls Test Failures: Displays by test period and test owner, the status and
results of completed tests. Select a Control Title to view its details in GRC Manager.
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*;.E"’ Controls Test Failures

Select Dimension | Account Level 2 Name A

Account Control Control | Control Test |Test

Level 2 Control Document | Test |Test Test Test Result | Result

Hame Type Control Title (1} Period | Type State Oowner | « Date

. . Y2005 . Tests . )

Accounting Corrective | Control3 B3 o Audit Completed izadmin 302452008

Accourting Prevertive Cortrall o P28 e TSR eodmin 32452005
ey Completed

Accourting Corrective  Corntrol3 E3 2n0g Process Tests iczdrmin 2452008
=y Completed

Accounting Preventive Cortroll =4 V2008 Process Tests icadmin 302402008
Ay Completed

Accourting Preventive Cortrol2 HZzales 44 AL Process U icacdmin 2102008
ey Completed

(E (Il E @ Records 1 -5

Test Result is not null

Modify - Refresh - Dovwnload - Add to Briefing Book

Control Failure By Process: Displays control failures by process for an
organization. Select a process title to view its details in GRC Manager, or select a
Failed Control Count to see the Detail Control report.
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Control Failure By Process
L [Drill on Failed Control Count o see Detail Control report)

Select Dimension | Account Level 2 Mame A
Select View
Count
Account of Total Failed Failed
Level 2 Process Control Test Control Control Period
Hame RiskType Type Process Title Tests Count Count % Hame
Accounting FivETEE] Process Process |ssues g 3 G e
Fraud o
Regulgtnry Process  Process HOsales 2 1 1 i
) Compliance - &
Accounting =
Financia Process  Process HQszales 2 1 1 2008
Fraud ey

Failed Contral %% is not null
hodify - Refresh - Download - Add to Briefing Book

Issues Dashboard

The Issues Dashboard consists of two tabs:

e QOverview

e Activities

Issues Overview

The Issues Overview tab consists of the following reports by default, but you can
customize the page to add custom reports if desired. You can also choose to limit the
reports by Period Name, Issue Type, and Process Type using the dashboard prompts.

* Issues - Deficiencies Summary: Displays a summary of Issues-deficiences. Select a
value to see detail information, or select an Issue Title to see the issue in GRC
Manager.
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Issues - Deficiencies Summary

> [Dill on walue to see detail information)
Select Dimension | Sccount Level 2 Mame b

Account Material Significant

Level 2 Issue Weakness | Deficiency | Deficiency | Documentation

Hame Type Ie=ue Title Count Count Count Count
lzsue -

Accounting | Assessment Assessment - u] u] 1 0
Process |ssues
lzzue -

Accounting | Assessment Assessment - 1 ] ] 0
Process |lssues
lzsUE -

Accounting | Assessment Assessment - u] 1 u] 0
Process |zsues
lzsUE -

Accounting | Assessment Assessment - 0 1 0 0
Process4 0320
lzsue -

Accounting | Assessment Assessment - ] 1 ] 0

Process4 0320
{E {Il |I) @ Records 1 -3

Madify - Refresh - Download - Add to Briefing Book

* Audit and Process Test Issues: Displays the number of issues that exist for Audit
and Process Tests. Select a value to see detail information, or select a Process Title to
see the Process and its related issues in GRC Manager.
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Audit and Process Test Issues

- (Drill on values to =ee detail information)
Select Dimension | Account Level 2 Name w
Account Process Audit Test
Level 2 Izszue Process In Testlssue |Issue
Name Type Type Scope | Process Title Count Count

Nuoveo processc

) Control -
Accounting ) Process No aziendale approval 0 0
AL workflow 1
Nuovo processo
Control

Accounting ) Process No aziendale approval 0 0
Evaluation workflow 1

Control Nuoveo processc
Accounting ) Process No aziendale approval 0 0
AL workflow 1

Nuowvo processo
Accounting Evaluation |Procesz No aziendale approval 0 0
workflow 1

Nuowvo processo
Accounting Evaluation |Processz No aziendale approval 0 0
workflow 1

Modify - Refresh - Download - Add to Briefing Book

e Issues Scorecard Summary: Displays a count of Risk, Control, and Process Issues.
Select a value to see detail information.

P
; Issues Scorecard Summary
p [Drill on walues to see mare detail informsation)

Calect Dimension | Account Level 2 Mame b
Account Risk |Control Process
Level 2 Is=zue lssue | Issue |lssue Is=zue
Hame Type State | Count | Count Count
Accounting | Assessment Open 0 1 ]

) Cortrol
Accounting Evaluation Open 0 1 ]
Accounting  Ewaluation  Open 1 4 2
Accounting  Process Clozed 0 1 1
Accounting  Process Open 2 ] 1

Modify - Refresh - Dowenload - Add to Briefing Book
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* Processes With Risk and Control Issues: Displays Processes with risk and control
issues. Select a value to see detail information, or select a Process Title to see the
Process and its related issues in GRC Manager.

Account
Level 2
Hame

Accounting
A ccounting
Accounting
Accounting
Accounting
Accounting
A ccounting

Accounting

Issues Activities

B

Processes With Risk and Control Issues

Calect Dimension | Account Level 2 Mame b
Risk
lssue | COntrol | Process

Process
Type
Process
Process
Process
Process
Process
Process
Process

Process

Count | 183uUe Issue
Process Title - Count = | Count

Procezs for Risk lssues
Processd 0320

Process lssues

Process Hoszales
Process2 0320
Process3 0320
Process1 0320
Process1 0321

L S e B e B e e =
o o o O = h = O
- o o o = kK o O

Madify - Refresh - Download - Add to Briefing Book

The Issues Activities tab consists of the following reports by default, but you can
customize the page to add custom reports if desired. You can also choose to limit the
reports by Issue Type and Process Type using the dashboard prompts.

e Issues Requiring Remediation: Displays issues that require remediation. You can
limit this report by dimension or metric, and you can view this report as chart or
table. If you choose to view it as a table, you can select an Issue title to view the
details of that issue in GRC Manager.
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.-M Issues Requiring Remediation

Select Dimension Select Metric
| Account Level 2 Mame hd | | Control lzzue Cournt b d

Select View

Contral lssue Count
X

]
Asgesamant, True Caontrol Evaluation, False Frocess, False
Evaluation. False
Assesamneant,Falsa Evaluation, True Procass, True

lssue Type, Requires Remediaton

Modity - Refresh - Dowenload - Add to Briefing Book

¢ Issues By Owner: Displays issues by their owner. Select a value to see detail
information, or select an Issue title to view the details of that issue in GRC Manager
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p Issues By Owner

Zelect Dimension | 2ccount Level 2 Mame b
Days
Account Expected Past
Level 2 Is=zue Ie=zue Completion Izzue |g,e (lSsuUe
Hame Type Severity | Date Izsue Title State Owner
Accounting Process Slgr"f.lcant 410752008 lssue - Clozed 5 icadmin
Deficiency Process HOsales
) ) flaterial |zsue - Test - ) )
Accounting  Evalustion \Weakness 40402008 Process HOsales Open 11 icadmin
) ) flaterial lzsue - Test - . .
Accounting | Evalustion Weakness 47352008 Process Hosales Open 12 icadmin
lzsue -
Accourting Azsessmernt Deficiency 40252008 Aszessment - Open 13 icadmin
Process lzsues
Accourting Evalugtion |- oAt |y onng msue-Tesl- o 13 licadmin
Deficiency Process lssues

(] (4] [» ) [k#) Recordz1-5

hadify - Refresh - Dowenload - Add to Briefing Book

* Issues by Materiality:Displays issues by materiality. You can limit this report by
dimension or metric, and you can view this report as chart or table. If you choose to
view it as a table, you can select an Issue title to view the details of that issue in
GRC Manager.
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D Issues by Materiality

Select Dimension Select Metric
| Account Level 2 Mame b d | | Significant Deficiency Count

Select View

Significant
Daficiency

3

Count

Count

| | I
o

Accounting Assessiment Accounting, Evaluation
Accounting, Canitrol Accounting Process
Evaluation

Account Level 2 Name lssue Typa

Modify - Befresh - Download - 2dd to Briefing Book

e Issues Trends: Displays the trend of Audit, Process, Assessment, and Process Issues
over time.
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C”, Issues Trends

Select Dimension | Fourth bap Level 2 Mame W

Select View

B B Procass lasue Couint
- Audit Test Issue Count
=
3
L) i -Fj =
o OV Agsegamant |ssue Count
(B ™ =,
" Pracass Test e Count
2 \
,\ |
o £
2008 MARLCH 2008 APRIL

aar, Manth

hodify - Befresh - Dowenload - Add to Briefing Book

Risks Dashboard

The Risk Dashboard consists of two tabs:

e  Qverview

e Activities

Risks Overview

The Risk Overview tab consists of the following reports by default, but you can
customize the page to add custom reports if desired. You can also choose to limit the
reports by Period Name, Risk Type, Control Type, and Process Type using the
dashboard prompts.

* Risk Mitigation By Risk and Process Type: Displays risk mitigation by process
and risk type. In Chart view, select a Key Control Count or a Risk Type to view
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details. In Table view, select a key or subordinate count to view the Controls
Account report.

B

Risk Mitigation By Risk and Process Type
- [Drill on Key or Subordinste Count to views detail Controls Account report)

Calect Dimension | Account Level 2 Mame b |

Select View

| Process
Count

B ey cantral
Count

Count

B sukordinae
Contral
Count

RIslcT:.lpe.canlrul Twe

Modity - Refresh - Dowenload - Add to Briefing Book

Number of Controls Failures By Risk Type: Displays the number of controls that

have failed, by risk type, for an organization. In the table view, select a Risk Type to
view Control Failures by Process.
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Number of Controls Failures By Risk Type

L [In the table viewy, drill on Rizk Type to viewe Control Failures by Process)

Select Dimension | Account Level 2 Name b

Select View

32
=
3
g
T 24

Count af
¥ Control Tests
a
by
k|
g 18 B Falled Coniral
-] Count
=
[=]
Q
ks
= &
=]
[=]
Q
. |-
Financial Fraud Regulatory Compllance
RiskType

Failed Contral %% iz not null
Maodity - Refresh - Download - Add to Briefing Book

* Manual versus Automated Control and Risk Rating Comparison: Displays
manual versus automated controls and risk comparisons. Select a Control Method
to view details.

W

p Manual versus Automated Control and Risk Rating Comparison

Select Dimensian| Organization Level 2 Name v|

Organization Level 2 Name | Control Type | In Scope| Control Method | Risk Rating| Control Issue Count|

Organization Preventive Mo Manual T 9
Templates Preventive Mo Manual 1
TAF Preventive No Manual 16 e

Modify - Refresh - Download - Add to Briefing Book

* High Risk Processes: Displays high risk processes. Select a Key Control Count to
view the Control Detail Report.
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: High Risk Processes
= (Drill on Key Control Count to vievy Control Detail Report]

Select Dimension | Accourt Level 2 Mame W

Select View

o = = = = L
B Risk
2 Significance

B Risk
Likalihood

ey Contral
1 Caunt

Risk Significance, Risk Likalihood, Key Control Cound

Prooess, 16 Proonss S Prooess 12 Prooess, 1% Prooess 8  Prooess, 25

Procass Type Risk Rating

Rizk Rating i intop 10

Modify - Befresh - Dovenlosd

* Risks by Process - Issues Aging: Displays issues that relate to high risk processes,
as well as open issues that are aging and in overdue status. Select a risk title to view
details of the risk in GRC Manager.

Governance and Compliance Management Dashboards  2-31



e

-3# Risks by Process - Issues Aging

Select Dimension | Accourt Level 2 Mame hd
Account ) Days
Level 2 Process | Issue Risk | Due Overdue | 133U
Hame Type Type RiskType  Title | Date - Severity
Accounting Process Evaluation ELF;EL‘I;CIal RizkZ 47202005 23 Deficiency
Accourting Process Evaluation Elrr;?:;clal Rizk1 45202005 235 Deficiency
Accounting Process A zsezament e el Rizks 47202008 23 el
Fraud Weakness
Accounting [Procsss  |Evelustion  |ooncEl os l4mooog o SIS
Fraud Deficiency
Accourting Process A zsezament :erré?lrémal Risk3 4522003 23 | Deficiency
Accourting Process  Evaluation :err;il;cnal Risk2 45202005 23 Deficiency
Accounting [Procese  |Evelustion | |meio 4202008 o L)
Fraud Weakness
Accounting Process Evaluation Elrr;?:;mal Rizk1 4722005 23 Deficiency
Accounting [Process  |Eveiustion |8 |meis 4008 o3| Slanificant
Fraud Deficiency
Accounting |Process  |Evsiustion | rancEl eois lamroos Ll
Fraud Weakness

(4] (4] [ [p#) Records21-30

lzzue Statuz is equal to Open
and Rizk Key iz not eqgual to Fis not in -1

Maodify - Refresh - Download - Add to Briefing Boak

Risks Activities

The Risk Activities tab consists of the following reports by default, but you can
customize the page to add custom reports if desired. You can also choose to limit the
reports by Period Name, Risk Type, Control Type, and Process Type using the
dashboard prompts.

e High Risk Processes With Issues: Displays high risk processes with issues. Select a
count to view details for the selected issues.
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v ? High Risk Processes With lssues

Select Dimension | Acocount Level 2 Key w
Select View
Account Risk
Level 2 Issue Process Process Process Issue
Key Type Issue Title Type Owner Process Title Count Count

o}
lzzue - Aszessment - . ;
Azsessment Process icadmin  |Process |ssues u] u]
Proceszs_|ssues

]
Control l=gue - Aot Test - . .
. Process icadmin  |Process |ssues u] u]
Evaluation  Process lssues
. - u] u]
lssue - Test Process icadmin  Process HGsales
Process_HGsales - o o
u] u]
1 Ewaluation ] ]
lszue - Test - Process icadmin  Process |ssues 0 0
Process_|ssues
u] u]
] ]
lzsue - Process1 _0320  Process  icadmin Process{ 0320 1 u]
|zsue - Process1_0321  Process  Jicadmin  |Processl 0321 1 il
Process lzsue - Process2 0320 Process  icadmin Process2 0320 1 u]
lzsue - Process3_0320  Process  icadmin Processd 0320 1 ]
lzsue - Process_H@sales Process  icadmin |Process HOsales 1 ]
. - u] u]
Azsessment Issue - Assessmert Process icadmin  |Process4 03520
Processd_03520 i} i}
. lzzue - Test - . . .
Evaluation - Process icadmin  |Process for Risk lssues ] 1
5 Process_for_Rizk_lssues
l==a - Praressd 0370 Proaress iracdmin Praressd 03720 1 n

Risk by Process Owners: Displays average risk processes by process owner. In the
table view, select a Process Title to view details of the process in GRC Manager.
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L ? Risk by Process Owners

Select Dimension | Accourt Level 2 MName W
Select View
Account
Level 2 Process | Process Risk Risk
Hame Owner Type Process Title RiskType | Significance | Count
. . ) . Theft af
Accourting  icadmin Policy Process4 0320 fzsets 2 1
Accourting  icadmin Process Process1 0320 ULt 2 1
Fraud
Accounting | icadmin Process Process2 0320 Financial 4 1
Frauid
Accounting | icadmin Process Process1 032 ThEﬂ. of 3 1
Services
Accounting  icadmin Process Process Hizales Financisl 4 1
Fraud
. . . Fegulatory
Accounting | icadmin Process Process HGzales ) 2 1
Compliance
Accourting  icadmin Process Process lzsues LS 4 3
Fraud
Accourting  icadmin Process Process3 0320 ULt 5 1
Fraud
) ) ) Fegulatory
Accounting | icadmin Process Process Controls ) 3 1
Complisnce
Accounting | icadmin Process Process1 0401 Thett of 2 1
Azzets

':El ':Il E}@ Recards 1 -10

Modify - Refresh - Download - Add to Briefing Book

¢ Number of Controls By Risk Type and Significance: Displays the number of
controls by risk type and significance, based on the dimension and metric you have
selected.. Select a Preventative Control Count to view the Controls Account -
Preventive Control Count report.
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Number of Controls By Risk Type and Significance
-‘7 Crill on Preventative Control Count to vies Controls Account - Preventive Control
[

Count report)
Select Dimension Select Metric
| Account Level 2 Mame W | | Prevertive Control Court w

Select View

8

12
E L
| B
c &
] Ll
@ B Significance
g 4
-

: B Freventve
§ B Contral Count
&

E-. 2
o 3
E -
e
o 6
Financial Thaft of Regulatory Theft of Breach of
Fraud Services  Compliance Asgels Security
RlskType

Modity - Refresh - Dowenload - Add to Briefing Book

High Risk Processes With No Controls Tested: Displays high risk processes with
no controls, and the count of the risks. Select a Process Title to view details of the
process in GRC Manager.

Note: The note you see on the report is due to a filter that was applied when the
report shown in this example was created. The data within the filter is test data and
is not applicable to your implementation. Refer to Chapter 2 of this guide for
additional information on filters.
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[ High Risk Processes With No Controls Tested
Account Process
Level 2 Process |Document |Process Rizk Rizk
Hame Type 1D Title RizkType |Rating | Count
Accourting | Policy 133 Processd 0320 LT;;? & 1
Accounting |Process 104 |Process3 0320 Egi?lal 15 1
Accounting  Process 158 Proceszd 0320 g;i?ﬁ:ff =] 1

) Breach of

Accounting  Process 167 Proceszd 0320 Securty o] 1

hat have no cortrols tested &

Control Key iz equal to -1
and Rizk Rating iz intop 10

Modity - Refresh - Download - Add to Briefing Book

Testing Dashboard

The Testing Dashboard consists of two tabs:

Testing Overview

The Testing Overview tab consists of the following reports by default, but you can
customize the page to add custom reports if desired. You can also choose to limit the

Overview

Activities

reports by Period Name, Control Type, and Process Type.

2-36

Control Test Summary: Displays a summary of tests based on test type and process
detailing the total number of tests and the percentage of those tests that are open or

closed.. Select a Process Title to view details of the process in GRC Manager.
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»

-_gf Control Test Summary

Select Dimension | Account Level 2 Name w |

Total Test
Count

Closed
Test t~

Control
Test Type

In
Scope

Process
Document ID

Process
Type

Account
Level 2 Name

Open

Process Title Test%

Nugvo processo
Accounting Process 25|aziendale approval No Audit 0
workflow 1

Accounting Process 453 Acceptance pass No Process 0

Nuovo processo
Accounting Process 9&|aziendale approval No Audit 0
workflow 1

Nuovo processo
Accounting Process 100 aziendale approval No Audit 0
workflow 1
Nuowvo processo
Accounting Process 102 aziendale approval No Audit 0
workflow 1
@ @ DD Records1-s

Total Test Count iz not null

Modify - Refresh - Download - Add to Briefing Book

If, for example, you were to select Process2_0320, you would see the following
screen in GRC Manager:

Search

ORACLE' Governance, Risk and Compliance Manager

Horme Help
”~
My Inbox 1| process: Process2_0320 Quick Help 1l

_» Business Processes
b Action Items
_» Audit Testing Close | Edit Approve Changes Cancel Changes

_k Management Assessment
b Test Plans
b Scoping Organization: SalesOry 1D: oonota

y - er—
:,—2;9—;:;2:5 e Title: Process2 0320  Release L
4 D_rganlzatlon State: Edit Yersion: 2

b Library

b Executive Tasks Assettions  Risks  Conkrols  Matrix  Action Items  Attachments  Issues  Hiskor
P Issues
_» Administrative Tools coso Assignments

* User C 3 o d
= P * wner: jcadmin
Preferences Contral Enviranment
* Logout icadmin Tester: icadmin

Category:
Effectiveness and Efficiency of Operations

General Approvals

Nac 1l anal A1 e

| £

Test Coverage - Current and Prior Year: Displays test coverage by organization for
the current and prior year. In Table view, select a Process Title to view details of the
process in GRC Manager. In this example, the account is new, so there is no date
available for the prior year, and thus those columns are empty.
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f Test Coverage - Current and Prior Year

Select Dimension | Account Level 2 Name b

Select view

Year
Count Ago Year
Account Control of Total Ago
Level 2 Process Document Control Test Open Current
Year Hame Type Process Title {1} Teste Count Count Flag
1 Current
2
1 Current
Process2? 0520
1 Currert
23
1 Current
1 Current
1 Currert
Process1 0321 30
. 1 Current
2005 | Accounting | Process
1 Current
43 1 Currert
Process HOzales
44 1 Current
=9 3 Current
Process lzsues Bl 2 Currert
E3 3 Current
Process for Risk lssues 172 1 Current

Current Flag is equal to Current
Modify - Refresh - Download - Add to Briefing Book

® Audit and Process Test Issues: Displays audit and process test issues. Select a value
to see detail information.
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Audit and Process Test Issues

L (Drill on walues to see detail information)
Celect Dimension | Account Level 2 Mame w

Audit
Account Process Test
Level 2 Issue Process | Process Test Issue | Issue
Hame Type Type Title Cournt Count
Acocourting  |Aszessment Process Process lzsues 1] 0
Accourting | Aszessment Process Procezs lzzues 1] 0
Accourting | Aszessment |Process Process lzsues 1] 0
Accourting | Assessment Process Processd 0320 1] 0
Accounting Cu:untr-:ul. Proceszs Procezs lzzues 1] 1

Evaluation

(E (I| E} @ Recordz 1 -3

Modify - Refresh - Dowenload - Add to Briefing Book

Assessments - Completion Due Date: Displays the number of days by which an
assessment is overdue for completion. Select a Process Title or an Assessment Title
to view details in GRC Manager.

A
v Assessments - Completion Due Date
E _/ [Drill on Process Owwner Mame to viewe an Azzessment Summary)
Select Dimension | Accourt Level 2 Mame A
Account |Process Days
Level 2 Document Process | Assessment Due Ouer
Hame 1] Process Title | Owner | Title Date Due
) . ) Aszessment -
A ccounting 11 Procesz! 0320 |icadmin Frocess] 0320 22452008 0
A ccounting 46 Process HOszales [icadmin ciEseEsment - 40452008 1
Proceszs HOzales
Accounting G4 |Process lzsues  icadmin Azsessment - 40272008 0
Process lzsues
. . . Aszessment -
Accounting 155 Process4 0320 |icadmin Frocessd 0320 44552005 7
Accourting 158 |Process4 0320 |ceomin  [DSSESSmERt- 1 omn0s 0

Processd 0320

Modify - Refresh - Dowenload - Add to Briefing Book
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Testing Activities

The Testing Activities tab consists of the following reports by default, but you can
customize the page to add custom reports if desired. You can also choose to limit the
reports by Period Name, Control Test Type, and Process Type using the dashboard

prompts.

* Testing Cycle Time - Test Owner: Displays the testing cycle time, in elapsed days,

by test owner.

£
‘i’ Testing Cycle Time - Test Owner
Select Dimension | Accourt Level 2 Mame w
Control Control
Account Test Control | Control | Test Test
Level 2 Test Document | Test Test Create |Result | Test |Elapsed
Hame Owner |10 Type State Date Date Result | Days
Accounting [icadmin 33 Process  Unchanged 352172008
A ccounting icadmin 24 Process Unchanged 202172008
Accounting [icadmin 352 Process  Completed 552102008 230212008 Pass 0
Accounting icadmin 47 Process oo 3/21/2008 3/21/2008 Pass 0
Completed
e . Tests .
Accounting [icadmin 65 Process 2452008 352452008 Fail 0
Completed

Q]

II:' @ Records 6-10

Modify - Refresh

- Dovwenload - Add to Briefing Book

* Controls Test Failures: Displays, by test period and test owner, the status and
results of completed tests. Select a Control Title to view its details in GRC Manager.

* Tests Completed By Test Owner - Current and Prior Year: Displays tests
completed for the current and prior year by test owner. In Chart view, select a test
count to view details. In Table view, select a Process title to view its details in GRC

Manager.
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":' Tests Completed By Test Owner - Current and Prior Year

Select Dimension | Account Level 2 Name W

Select View

il
10
a
&
. 4
=
= & B Count af
*'3 5 Control Tests
o
2 4
3
2

2008, Process cadmin 2008, Process Systern Admindstrator

Year, Process Type, Test Cwhner

hadity - Refresh - Download - Add to Briefing Book

Oracle Bl Publisher (BIP) Reports

Most of the GRCM based GRCI reports have been converted utilizing Oracle Bl
Publisher. Although the functional content and definition in each report type is the
same, the look and feel of the BIP based reports is quite different from the OBIEE
generated reports. The following is a complete list of all GRCM based BIP reports that
are currently available:

Folder Report Name View Column Selector # Templates
Name Selector
Assessment  Regulatory Report View  "Account Level 2 Name 2
Reports Compliance Status Only Organization Level 2
Name"
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Assessment
Reports

Audit and
Process Test
Reports

Audit and
Process Test
Reports

Certification
Reports

Certification
Reports

Certification
Reports

Controls
Reports

Controls
Reports

Controls
Reports

Design and Operating
Effectiveness by
Process

Non-Compliant

Processes

Control Test
Summary

Certification Status

Assessments -
Completion Due Date

Assessment Status By
Process Owner

Controls Summary

Controls Count -
Summary

Accounts Lacking
Mitigating Controls

Report View
Only

Report View
Only

Report View
Only

Report View
Only

Report View
Only

Report View
Only

Report View
Only

Report View
Only

Report View
Only

"Account Level 2 Name 2
Organization Level 2
Name"

"Account Level 2 Name 2
Organization Level 2
Name"

"Account Level 2 Name 2
Organization Level 2
Name"

"Account Level 2 Name 2
Organization Level 2
Name"

"Account Level 2 Name 2
Organization Level 2
Name"

"Account Level 2 Name 2
Organization Level 2
Name"

"Account Level 2 Name 2
Organization Level 2
Name"

"Account Level 2 Name 2
Organization Level 2
Name (show all the
below metrics)
Automated Control
Count Preventative
Control Count Manual
Control Count Detective
Control Count Key
Control Count
Subordinate Control
Count Corrective
Control Count"

"Account Level 2 Name 2
Organization Level 2
Name"
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Controls
Reports

Controls

Reports

Issue
Reports

Issue
Reports

Issue
Reports

Risk Maps

Risk Maps

Risk Maps

Risk Maps

Risk
Reports

Risk
Reports

Risk
Reports

Processes With
Control Issues

Controls Test Failures

Issues Scorecard
Summary

Audit and Process
Test Issues

Issues By Owner

Risk Heat Map -
Business Processes

Risk Heat Map -
Process Issues

Risk Heat Map -
Controls

Risk Heat Map -
Control Issues

Risk by Process
Owners

Control Failure By
Process

Risks by Process -
Issues Aging

Report View
Only

Report View
Only

Report View
Only

Report View
Only

Report View
Only

Report View
Only

Report View
Only

Report View
Only

Report View
Only

Report View
Only

Report View
Only

Report View
Only

"Account Level 2 Name
Organization Level 2
Name"

"Account Level 2 Name
Organization Level 2
Name"

"Account Level 2 Name
Organization Level 2
Name"

"Account Level 2 Name
Organization Level 2
Name"

No

"Account Level 2 Name
Organization Level 2
Name"

"Account Level 2 Name
Organization Level 2
Name"

"Account Level 2 Name
Organization Level 2
Name"
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Risk High Risk Processes Report View  "Account Level 2 Name 2

Reports With Issues Only Organization Level 2
Name"
Risk High Risk Processes Report View  No 1
Reports With No Controls Only
Tested
Risk Number of Controls ~ Report View  "Account Level 2 Name 2
Reports By Risk Type and Only Organization Level 2
Significance Name (show all the

below metrics)
Automated Control
Count Preventative
Control Count Manual
Control Count Detective
Control Count Key
Control Count
Subordinate Control
Count Corrective
Control Count
Monitoring Control

Count"
Risk Number of Controls Report View "Account Level 2 Name 2
Reports Failures By Risk Type Only Organization Level 2
Name"

e OBIEE Reports

® Drill to lowest level for all hierarchies

¢ Apply the prompts. For exceptions, reffer to the report list above.
e BIP Reports

e Drill for hierarchy or IDs or drill to source not possible.

¢ Conditional formatting for data not possible

e Pivot table - limitation

All GRCM OBIEE based reports and dashboards are documented in later section of this
User Guide; this section is provided to highlight the key differences between the reports
built using OBIEE and BIP.
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Note: The installation and configuration of BIP reports is explained in
detail in the GRCI Installation Guide and should be referred to for

questions relating to these topics.

BIP Reports Characteristics

- All dimension views that are available in OBIEE have not been included in BIP reports.

Only the Organization and Account views are implemented if available. These
dimension views can be accessed by changing the template of the report as shown

below.
Reports | schedules | admin | EEEG_———

Shared Folders = Assessment Reports = Regulatory Compliance Status

Home =
me| &l hd
Template |Requistory Complance Status - Account  fsl [HTHL  [w] | wview | | Export | | Send
Regulatory Complisnce Status - Aocount
] ompliance Status - Crganizab

" ; Regulatory Compliance Status - Account

Unlike OBIEE reports, the BIP reports do not refresh automatically when prompt values
are changed. You must click on the "View" button to see the changes to the report.

Reports | Schedules | admin |

Home = Shared Folders = Assessment Reporns = Regulatory Compliance Stalus

Perod Mame| &l v

View | Export

Template | Reguistory Complance Status - Account zend |
Vieww Repart

o ; Regulatory Compliance Status - Account

Most of the dashboard level prompts available in OBIEE have been implemented in BIP.

Reports | Schedules | admin
Home = Bhared Folders » Assessmant Repors =

atory Compliance Status

|| HTML ¥20040Q1 | |
Y 200402

Template | Regulatory Compliance Status - Aoc
Y 200403

ﬂ? ¥200501
o< Regulatory Compliance Status - Account ¥200350)
Y200503

BIP reports can be customized if required. It requires change to the database query and
the templates. Customization should include modification to the supplied xIf files if
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multi-language support is desired.

Limitations of BIP

Dirill to source is not possible in BIP. (eg Process details or Control Details etc.)

BIP does not provide any drill capabilities. Hence the BIP reports show the data at
the most granular level. All the hierarchies present have been exploded.

Conditional formatting of data is not possible in BIP.

,-‘7 Regulatory Co];lpliance Status
ff

(Dril on dimension to see detail information)

Select Dimension  Account Level 2 Mame Ea

Account Level 2 Hame |Process Type | In Scope | Total Control Count | Total Test Count

Accourting Processus ez 13 0

Tmepoits [ e [ aden

Hermm = Chassd Foden = AssscsmeriPaaars « Regulnkry Camphance Gk
Paricad Haarra A1 -
eraplabe | Reguisiory Complaros Stvke - Aooount |l | HTWL (o) [ e | oot | [ Sendd | achechis | _fnaiyver Anabprer ibor Bocel|

= ;' R atory Cosen i s S1atiss . Ber ot il

BcoowrlLovel 2 | MeoouniLewdl ] | AmoudLessid | Aoouwlessis | AcosundLovedBase | Peooess | Precess Tee N Tosl | Totel | Pebed | Fered
. L= [ Hare . Ty Scopm | Comieel | Tawl | Coum | Hema
Cowed | Cour | %
[ Accertrg dcraurmng dexmning hocouning Scozatrg Frocem: | Pacens jenae tan ] il e | vonesa |
P | ey gy Sy Eoimatey LT Pt Mot vt P} o] s | vame |
| mccienng Sccaunrg deccauning Accouning s cieaurg Frcesr | hacesri 00 taa 1 Bf o | vonesod
[ icrmairg ] Accouring [ Precean Pracway! 2 Ve [ i ow | vaess
aomameg ccmreny Aoty Aoty Frscess Pracasi (ot o 1 B o | s
%‘_ Seskcrmusng Smarhccmning Ssaphocrning | Seswdcoousng Fracasz Pracans_for ¥k hasa | Ho 1 i om | venesc
ity spay Sxomby ety ) Ptz e F} N
| macoaning LT deccaning Accouning e ciedtiy Ficssr | hacesd A0 o 3 of o | voneeod
Acoourteg Acraunrg comaring Accouring Acroutg Fraceas Pracaar! 000 v 1 a]  ow | veoesca
[eocastmg 2 comaay smny Aty Esoinatay Frsess et (600 i 3 o] im | ey |
Lnscwnrg Sccaunrg decmuning hocouning Sacmamrg Frocs: | hacesr mott tan 1 ] I 0

Representation of data in Pivot table format is not possible in BIP.

Dashboards creation facility not available in BIP.
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Application Access Control Dashboards

Segregation of Duties (SOD) Policy Dashboards

Overview Dashboard

The SOD Policy Overview Dashboard consists of the following reports by default, but
you can customize the page to add custom reports if desired. You can also choose to
limit the reports by Year, Instance Name, Platform Name, and Policy Type using the
dashboard prompts:

* Policy Distribution by Application

This report details by application area the distribution of SOD Policies for the
current and prior year as well the percent change. This report drills to the SOD
Policy Summary report.
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e

(Drill on court to wiew SO0 Palicy Detsil)

Select view

p Policy Distribution by Application

Year Ago
Platform | Instance | Policy Policy Policy | Policy B
Year |Hame Hame 10 Tvpe Policy Hame Count | Count Change

Bank Account

2008 Cracle safiake 10002 Montor | oooneiistion & 1 1 0.00%

— Release Sales Crder

FIr
Setup AutoCreate

2008 | Oracle saltlake 10003 Monitor  Purchase Orders & 1 1 0.00%
Auprove Invoices
Cartrol Budigets &

2005 Oracle zaltlake 233353 Alow  Approve Purchasze 1 1 0.00%

Orders FIM

Palicy Status iz equal to Active
and (Policy Count - ¥ear Ago Policy Court) * 1000 Year Ago Policy Count iz not null

Madify - Refresh - Download

* 50D Policy Trend

This report shows the trend of the number of SOD Policies by access point over
time.
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" SOD Policy Trend

Select View

160 Y R B 5
é 2 Pralicy Count
=
'j &0 | I 1 1 R I B I O I I | i
i_; B ‘Yaar Ago
% Folicy Count
E % Change
=
3 A .
AT e . L. S A A e ey
P SIS SR
] : > # '-d? g g il
a ofﬁﬁﬁ C*}d <5¢ <.:~b 4.:0 ‘-‘::\5- b 4.:\':, ot 1_{‘.:‘} 1{‘.:¢ {:!5‘}
PRI . . . . . FEa L L.
I s Sy S o o f;"@k ﬁ.-ﬁ‘ ﬁ,.a.‘\
T e o

Paolicy Type Access Paoint Type, Access Paint Mame,Year

Madity - Refresh - Download

SOD Policy Count

This report details the distribution of SOD Policies over key dimensions (for
example, SOD Policy Type, Risk, Process).
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S0D Policy Count
.-ﬁ'f,-’ [Dwill on Policy Count to viesy the Z0D0 Palicy Summary report)

Select Dimension | Policy Type %

Select Wiew | Chart +

5
a e P 5
5] Folicy Count
&
&
h 2
= T ol
# & & 7 v
o+ o o+ ra a
& & & R o
of of of [ i
,\I;.-& ,5\.-';. ,_\.\.-& ;:":f ;ff
'n o o a% a%
Flathorm Mama, Instance Narme Folloy | ype

Modity - Refresh - Downlozd

Details Dashboard

The SOD Policy Details Dashboard displays the following reports by default, but you
can customize the page to add custom reports if desired. You can also choose to limit

the reports by Year, Instance Name, Platform Name, and Policy Type using the
dashboard prompts:

¢ Entitlement Exposure by SOD Policy Count

This report shows the top ten SOD Policy entitlements that are associated with an
SOD Policy.
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Entitlement Exposure by S0D Policy Count
- (Crill on Entitlement Cournt to View Detail Ertitlement Information

Select View

SO0
400
S a0
{:_1 Entitlarnenit
'E Count
£ 200
z
w
100
o — — = b ]
Oracle zallake ag1_5102 Monitar Oracle,sallake ag1_5102 Frevent
Oracke zaflake ag1 5102 Appraval
Requl._.

Platform Mama, Instance Name,Policy Type

Ertitlement Count iz intop 10
Modify - Refresh - Download

* 50D Policy Effective Date Tracking

This report tracks when an SOD Policy will become effective and provides a
counter of days remaining until the SOD Policy becomes active.
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Policy Type

honitor

Prevert

Monitor

Apparoval
Feguired

Prevert

Approveal
Fequired

Prevert

Prewvent

Prevert

Prevent

to -1

Policy
1]

k-2

41

|M
[R5
[

|
]
L]

|
2
%]

|
%]
=

|
]
[is]

b2
[}
-

b
(o}
=

o]
L)
=

I
I
o0

Policy Hame

Poalicy Q01

Test Policy 52

Test Policy 12

Test Policy 51

Test Policy 4 Inc

TEST1_P=

Test Policy 12
Irc

Test Policy 4-
Trend

TEST3_P=

Test Palicy 13

(4] (4] [» ) [k#) Records1-10

TIMESTAMPDIFF; SGL_TSI_DAY |, CURRENT_DATE | Palicy Effective Date) iz less than or equal

1

2

2

2

p S0D Policy Effective Date Tracking

Priority | Effective Date

g1 302005 F032
Phd

M 202005 50313
P

M 202005 5:34:04
Phd

G 202005 72657
P

G 202008 72524
Pha

g1 202005 2:02:49
P

G 202005 54412
P

g1 202008 5:3533:40
P

81202005 20515
P

g1 202005 §:47:00
P

Modity - Refresh - Downlosd

Day= Till Effective
Date ™

B

[2)

(3

(3]

(3

(3

(3

(3

[3)

[3)

[3)

¢ High Priority SOD Policies By Business Processes

This report shows High Priority SOD Policies, policy type, priority and associated
business processes. This is achieved by combining two report sets (Risk and
Process) using the union operation.
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Policy
Type
Approval
Reoquired

Approseal
Reguired

Approseal
FReguired

Approsal
Reoquired

Approval
Reoquired

Approseal

Reguired

hdonitor

Monitor

hanitor

hdonitor

p High Priority 30D Policies By Business Processes

Policy
Policy Policy Owner
Id Policy Hame Priority | ProcessRizsk User Hame
219 Test Policy 1 Human Rezources  admin
219 Test PolicyT o [ReQulatory admin
Compliance
220 Test Palicy 2 1 |Procure ta Pay admin
220 Test Policy 2 1 Reguiatory admin
Compliance

222 Test Policy =1 2 Breach of Security admin

222 Test Policy =1 2 Logistics admin

Phy=ical Inventory & Financial Close

11 Receive Goods and 1 ) admin
A and Reparting
Setvices

Phy=ical Inventory &
11 Receive Goods and 1 |Financial Fraud addmin
Setvices

hodify Employves Job
123 | & Define Payroll
Information

Human Rezources admin

—_

Modify Employves Job
123 | & Define Payroll
Information

{:| 1::| E}@ Recards 1 -10

Reguest contains no fiters

=

Thetft of Azzets admin

Modity - Refresh - Download

Generic
Oim Type

Buziness
Process

Rizk

Buzinesz
Process

Fizk
Fizk

Buzinesz
Process

Buzinezs
Process

Fizk

Buzinesz
Process

Rizk

B

Top 10 Policy Exclusions

This report details the top 10 policy exclusion types (and their values) associated
with SOD Policies and the count of policies for each exclusion type.

Application Access Control Dashboards
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[Drill On Report Yalues To Yiewe Detail Information)

Select View

3
Conditions
| I | Count
]

Freavent TEST3_PS,Usar Monitor,Palicy 001, User Monitor Palicy
001, Access Point

Palicy Type,Policy Name,Exclusion Typa

_ Top 10 Policy Exclusions
tvﬁ.,

b

Conditions Cownit

Global Condition Walue Flag iz equalto M
and Policyy Court is intop 10
and Policy Mame iz not equal to iz not in Hot Available

Modify - Refresh - Dowvenlozd

SOD Policy - Auditor Dashboards

Overview Dashboard

The SOD Policy - Auditor Overview Dashboard displays the following reports by
default, but you can customize the page to add custom reports if desired. You can also
choose to limit the reports by Year, Instance Name, Platform Name, Policy Type and
Access Point Type using the dashboard prompt:

* S0OD Policy Conflicts by User

This report provides a multi-drill path capability to analyze by user SOD Policy
conflicts by User, Access Point and SOD Policy. Users can select specific
Application User(s) using the report prompt.
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Application User Name

—/  SO0D Policy Conflicts by User

o

(] (4] [ [p#) Records1-5

Modify - Refresh - Download

Policy Access Policy
Application User | Policy Violation Role Drill| Point Drill Drill
Hame Type Count * Down Down Down
Lk WMaritar 10 Fale Crrill .ﬂ-.c.-:ess Paint  |Policy Corill
Do Drill Doy D
FROCESS OPS WManitar 10 Feale Crrill .ﬂ-.c.-:ess Paint  |Policy Corill
- Do Dirill Doy Do
KORES, Wanitor 10 Fale Drill .-'J-.c_-:ess Paint  Policy Drill
Do Crrill Crowery Do
OMALL Wonitar 10 Fale Drill .-'J-.cln:ess Paoint  Policy Drill
Do Corill Crower Do
OMELD Wonitar 10 Fale Drill .&.;cess Paoint  Policy Drill
Draveen Crrill Crowvry Do

SOD User Roles

This report provides a multi-drill path capability to analyze Role and conflict path
count by User, Access Point and SOD Policy. Users can select specific Access Point
Name(s) using the report prompt.

Application Access Control Dashboards
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s / S0D User Roles

Access Point Mame - Role

B

(E (I| |I} @ Recards 1 -5

Modify - Befresh - Dovwnload

Policy User Access Policy
Policy Violation Drill Point Drill Drill
Access Point Hame - Role Type Count ~ Down Down Down
.&p.pllcatl.cnn Developer-Application Wanitar 502 Uszer Drill .&c.:c:ess Poirt  |Palicy Dril
Ohject Library Diaven Dorill Doy Diavevn
General Ledger, Vision bonitar 145 U=zer Drill | Access Point  Palicy Dril
Operations (US&)-General Ledger Diaven Dorill Doy Diaven
Order Management Super User, ) ) ) )
Vision Operations (US&)-Order | Monitor 138 e e e el
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e Distribution of Business Processes Across SOD Policies

This report shows the distribution of SOD Coverage by business process for an

organization.
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Policy Total Policy Percentage of
Policy Type Process Count Count policies
Approval Human Rezources 1 232 0.43%
Recuirecd Logistics 1 232 0 .43%
;:S;ﬁ:i;c"jse and 1 232 0.43%
henitar Human Rezources 1 232 0.43%
Crder to Cash 1 232 0.43%
Presvent Capital and Rizk 1 232 0.43%

Modity - Befresh - Download

* Distribution of Access points Across SOD Policies

This report details the distribution of Access Points distribution across SOD
Policies.
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Details Dashboard

The SOD Policy - Auditor Details Dashboard displays the following reports by default,
but you can customize the page to add custom reports if desired. You can also choose to
limit the reports by Year, Instance Name, Platform Name, Policy Type and Access Point
Type using the dashboard prompts:

¢ Conflict Count for Application User

Use this report to view the conflict count for application users.
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Conflict Count for Application User
» [ Crrill on Total Conflict Path Count to viesy SO0 Conflict Path Detail - &pplication
Uzer report)
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Top 10 Offending Access Points - Privileges

This report shows the Top 10 offending Access Points by Privileges. Users can select

a specific application user name(s) using the report prompt.
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Access Poink Mame - Privileges

»  Top 10 Offending Access Points - Privileges
E / [Drill on Conflict Path walue to viewy detail information)

Policy Access Point Hame - | Total Policy | Policy ‘ Total Conflict Conflict ‘
Type Privileges Count Count Path Count ~ Count
fonitor Receiving Options 232 9 3370 E10
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:253;‘,‘;3' Invoice Approve 232 1 1876 191
fonitor Receipt 232 15 1845 455
Prewvert hlaster tems 232 2 1516 4193
fonitor Feceipt Batches 232 15 1376 445

Tatal Conflict Path Court is in top 10

Modify - Refresh - Dowwnload

¢ Top 10 Offending Access Points - Roles

This report summarizes the number of SOD Conflicts, SOD Conflict Paths, and SOD
Policies that relate the Access Point to the Role. Users can select a specific access
point name - privileges using the report prompt.
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SOD Policy Violations By Conflict Run

This report shows all approved SOD Policy conflict paths by Access Point and SOD

Policy Type and by the person assigned to resolve the SOD Policy conflict.
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SOD Policy - Owner Dashboards

Overview Dashboard

The SOD Policy - Owner Overview Dashboard displays the following reports by
default, but you can customize the page to add custom reports if desired. You can also
choose to limit the reports by Year, Policy Owner, Policy Type, Instance Name, and
Platform Name using the dashboard prompts.

* Distribution of SOD Policy Conflicts

This report shows Distribution of Assigned SOD Policy Conflicts by the person to
whom they are assigned.
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e SOD Policy Conflicts - Top 10 Application Users

This report shows the Top 10 Application Users who have violated SOD Policies on
a current and year ago basis by Access Point Type and SOD Policy Type.
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* SOD Policy Violations By Conflict Run

This report shows all approved SOD Policy conflict paths by Access Point and SOD
Policy Type and by the person assigned to resolve the SOD Policy conflict.
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Top 10 Policy Exclusions

This report details the top 10 policy exclusion types (and their values) associated

with SOD Policies and the count of policies for each exclusion type.
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Details Dashboard

The SOD Policy - Owner Details Dashboard displays the following reports by default,
but you can customize the page to add custom reports if desired. You can also choose to
limit the reports by Year, Policy Owner, Instance Name, Platform Name and Policy
Name using the dashboard prompts:

e 5S0D Policy Modification Tracking

Use this report to track SOD policy modifications.
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Contflicts by SOD Policy

This report shows by user and policy the conflict path, privilege and the status (e.g.,
rejected, etc.)
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* SOD Policy Conflicts with Approved Status

This report shows all approved SOD Policy conflicts paths by Access Point Type
and also provides a count of conflict path.
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e SOD Conflict Burndown

This report shows by conflict analysis run the current and previous number of
conflicts, the difference and the % change.
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e SOD Policy Effective End Date Tracking

This report tracks when an SOD Policy is to become effective and provides a

counter of days remaining until the SOD Policy becomes active.

‘(;) S0D Policy Effective End Date Tracking

@& DD reest-n
TMESTAMPDIFF( SGL_TS| DAY , CURRENT_DATE , Policy Effective Date) is less than o equalto -1

taclify - Retresh - Download

Policy Owner User Hame | Policy ID | Policy Hame Priority Effective Date Policy Effective End Date | Days Till Expiration Date ~
admin 186 Returns Goods and Services & Enter Customer Receipts 1 BM0/2008 34735 PM 81072008 3:47:35 PM [&]
Ftmin 187 Returns Goods and Services & Receive Goods and Services 1 81 0/2008 3:47:35 PM §H0/2005 3:47:35 PM (51
acmin 189 Reversing Receipts & Ship Customer Goods 1 8072008 34736 PM 81072008 3:47:36 PM [&]
acdmin 23 TEST3_PS 4 BH2/200% 90515 P 341 2/2005 0513 PM (€3]
acmin 24 Policy 001 1 8/M3/2008 7:03:12 PM 8/ 3/2008 7:03:12 PM 2y
admin 241 Policy 001 1 81372008 70312 PM 81372008 7-05:26 PM 2y
Ftmin 1 Erter Jourmal Entry & Create Sales Order 1 81 0/2008 347:03 Pk 12/3109939 12:00:00 Akl 2916790
admin 10 Approve Purchase Orders & &pprove Invoices 1 BM0/2008 34705 P 12/31/95989 12:00:00 AM 2918780
acdmin 100 Create Suppliers & Create Payments 1 BHO/200% 34715 Ph 12/31,9999 12:00:00 A 2918790
acmin 101 Create Suppliers & Create Purchase Qrders 1 BMO/2008 34716 PM 1 2/31/9389 12:00:00 A0 2916780

»

SOD Policy Conflicts Dashboards

Overview Dashboard

The SOD Policy Conflicts Overview Dashboard displays the following reports by
default, but you can customize the page to add custom reports if desired. You can also

choose to limit the reports by Year, Instance Name, Platform Name and Access Point

Type:

* Application Access Status

This report shows by application are (e.g., Oracle or Peoplesoft) conflict path count

and their total.
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* Conflicts by Access Point

This report shows by Access Point (Role & Privilege) and Policy Type the total
conflict paths and their percentage breakdown.
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e Distribution of SOD Policy Conflicts

This report shows by the person assigned to resolve an SOD Policy conflict the
distribution of assigned SOD Policy conflicts.
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e SOD Conflict Burndown

This report shows by conflict analysis run the current and previous number of
conflicts, the difference and the % change.
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Detail Dashboard

The SOD Policy Conflicts Detail Dashboard displays the following reports by default,
but you can customize the page to add custom reports if desired. You can also choose to
limit the reports by Year, Platform Name, Instance Name, and Access Point Type:

® 50D Policy Conflicts with Approved Status

This report shows all approved SOD Policy conflicts paths by Access Point Type
and also provides a count of conflict path.
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Pending Conflicts That Are Outstanding

This report shows all pending SOD Policy conflict paths by the person assigned to
resolve the SOD Policy conflict and how long the SOD Conflict has had the status of
pending.

2
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SOD Policy Conflicts by User
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This report provides a multi-drill path capability to analyze by user SOD Policy
conflicts by User, Access Point and SOD Policy.
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* Top 10 Access Points by SOD Policy Conflicts

This report shows the Top 10 Access Points (e.g., menu, Function, Role) and the
count of SOD Policy conflict paths and the percentage breakdown.
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Repository Modeling for SOD Subject Areas

This chapter covers the following topics:

¢ Introduction

* Subject Area — SOD Detail

* Subject Area — SOD Conflicts

® Subject Area — SOD Policy

* Subject Area — SOD Policy Conditions
*  Metrics

¢ Common SOD Dimensions

e 50D Conditions

® SOD Path Conditions

Introduction

To create error free reports and interactive dashboards, you need to understand the
ways to consume the facts and dimensions in the respective subject areas. This chapter
describes most of the possible combinations for using SOD facts and dimensions
effectively to generate reports.

In GRI 2.0, subject areas are categorized as Overview and Detail. The overview subject
areas are:

e SOD Conflicts
e SOD Policy
* SOD Policy Conditions

The detailed subject area is SOD Detail.
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Subject Area — SOD Detail

The SOD Detail subject area includes the following folders:

¢ Common Dimensions

® 50D user conflict specific analytics
®  SOD conflict path specific analytics
e SOD contflict analytics by run

¢ SOD policy

¢ Conditions

e Path conditions

Common Dimensions

Refer the Common Dimensions section of this chapter for details of common
dimensions.

SOD User Conflict Specific Analytics

This folder contains the Fact - Global User Conflict. This fact joins with all dimensions
in the Common Dimensions folder namely the Policy, Run and Time; the Global User
Conflict fact should not be used in combination with any other dimensions as errors
will result. The measures in this fact are related to Global users and not related users
from the Application user dimension. All the measures related to Fact — Global User
Contflict are listed in the table Global User Conflict Metrics in the Metrics section.

SOD Conflict Path Specific Analytics

This folder contains the following facts and dimensions:

¢ Instance Dimension: The Instance dimension in SOD Conflict Path Specific

Analytics folder can also be used with dimensions and facts from the following
folders.

e SOD Conflict Analytics by Run
* 50D Conflicts

¢ SOD Policy
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e Conditions
e Path Conditions

Do not use the Instance dimension with Fact - Global User Conflict as the metrics
defined in this fact are not instance specific.

Application User DimensionThe Application user dimension in SOD Conflict Path
Specific Analytics folder can also be used with dimensions and facts from the
following folders.

e SOD Conflicts

* 50D Policy

e Conditions

e Path Conditions

The Application User Dimension should not be used with the facts and dimensions
in the SOD Conflict Analytics by Run folder. The Application User Dimension
should be used with the Fact — Global User Conflict only; use it with reference to the
attribute — Global user name.

Access Point — Role Dimension: The Access Point — Role dimension (Role playing
version of access point dimension) present in SOD Conflict Path Specific Analytics
folder can also be used with dimensions and facts from the current folder and
common dimensions only.

Access Point — Privileges Dimension: The Access Point — Privileges dimension
(Role playing version of access point dimension) present in SOD Conflict Path
Specific Analytics folder can also be used with dimensions and facts from the
current folder and common dimensions only.

Entitlement Dimension: Entitlement is a group of access points in various
combinations to define a policy. The entitlement dimension in SOD Conflict Path
Specific Analytics folder can also be used with dimensions and facts from SOD
Policy and common dimension. Note: Make sure that the entitlement dimension
should not be used with dimensions and facts from folders:

e Conditions
e Path Conditions

* 50D Conflict Analytics by Run

ACG User - Assigned To Dimension: ACG users are auditors and policy owners.
This dimension is used only in SOD Conflict Path Specific Analytics (current
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folder).

Fact - Conflict: The conflict fact joins with all the dimensions from Common
Dimensions folder namely the Policy, Run and Time. All the measures calculated or
derived in the conflict fact are specific to application user specific (Related user) and
instance or platform. This fact should only be used in combination with any other
dimensions in the current folder and common dimensions.

SOD Conflict Analytics by Run

This folder contains the following facts and dimensions which can be used in

combination with Common dimensions only.

SOD Policy

Previous Run:The previous run dimension joins with the Fact — Policy Previous
Run to provide the previous run details.

Time Day - Previous Run Date:This dimension joins with the Fact — Policy
Previous Run to provide the date of the previous run with respect to the current
run.

Fact - Policy Previous Run: The measures defined in this fact are with respect to
current run (from common dimensions) and previous run (from previous run
dimension) combination and also the time dimensions of Time Day - Previous Run
Date and Time (from common dimensions).

This folder contains Fact - SOD Policy. This fact joins with all the dimensions in from
Common Dimensions folder namely the Policy, Run and Time. They should not be used
in combination with any other dimensions as they result in error data.

Conditions

Refer to the Conditions section of this chapter.

Subject Area — SOD Conflicts

The SOD conflicts subject area has the following structure.

Common Dimensions (for details, refer to the Common Dimensions section of this
chapter.)

SOD user conflict specific analytics

SOD contflict path specific analytics
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SOD conflict analytics by run

SOD User Conflict Specific Analytics

This folder contains the Fact - Global User Conflict. This fact joins with all the
dimensions in from Common Dimensions folder, namely the Policy, Run and Time.
These dimensions should not be used in combination with any other dimensions as they
result in error data. The measures in this fact are related to Global users and are not

related to users from the Application user dimension. All measures related to Fact —
Global User Conflict are listed in the table Global User Conflict Metrics in the Metrics
section.

SOD Conflict Path Specific Analytics

This folder contains the following facts and dimensions:

Instance Dimension:The Instance dimension in SOD Conflict Path Specific
Analytics folder can also be used with dimensions and facts from the following
folders:

e 50D Conflict Analytics by Run
e SOD Conflicts

* 50D Policy

e Conditions

e Path Conditions

Do not use Instance dimension with Fact - Global User Conflict as the metrics
defined in this fact are not instance specific.

Application User Dimension:The Application user dimension in SOD Conflict Path
Specific Analytics folder should be used only with dimensions and facts in the
current folder. The Application User Dimension should not be used with facts and
dimensions in folder SOD Conflict Analytics by Run. The Application User
Dimension should be used with Fact — Global User Conflict only with reference to
the attribute — Global user name.

Access Point — Role Dimension:The Access Point — Role dimension (Role playing
version of access point dimension) present in SOD Conflict Path Specific Analytics
folder can also be used with dimensions and facts from the current folder and
common dimensions only.

Access Point — Privileges Dimension:The Access Point — Privileges dimension
(Role playing version of access point dimension) present in SOD Conflict Path
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Specific Analytics folder can also be used with dimensions and facts from the
current folder and common dimensions only.

Entitlement Dimension: Entitlement is a group of access points in various
combinations to define a policy. The entitlement dimension in SOD Conflict Path
Specific Analytics should be used specific to this folder. Do not use the entitlement
dimension with dimensions and facts from the SOD Conflict Analytics by Run
folder.

ACG User - Assigned To Dimension: ACG users are auditors and policy owners.
This dimension is used only in SOD Conflict Path Specific Analytics (current
folder).

Fact - Conflict: The conflict fact joins with all the dimensions from Common
Dimensions folder namely the Policy, Run and Time. All of the measures calculated
or derived in the conflict fact are specific to application user specific (Related user)
and instance or platform. Only use this fact in combination with any other
dimensions in the current folder and common dimensions.

SOD Conflict Analytics By Run

This folder contains the following facts and dimension. These facts and dimensions

must be used in combination with Common dimensions only:

Previous Run: The previous run dimension joins with the Fact — Policy Previous
Run to provide the previous run details.

Time Day - Previous Run Date: This dimension joins with the Fact — Policy
Previous Run to provide the date of the previous run with respect to the current
run.

Fact - Policy Previous Run: The measures defined in this fact are with respect to
current run (from common dimensions) and previous run (from previous run
dimension) combination and also the time dimensions of Time Day - Previous Run
Date and Time (from common dimensions).

Subject Area — SOD Policy

The SOD Policy subject area has the following structure.

4-6

Policy Dimension: Policy is defined from a group of entitlements and access points
in combination. The Policy dimension is used with other dimensions and facts in
the current folder.

Access Point: The access point dimension is used with other dimensions and facts
in the current folder.
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Entitlement: The entitlement dimension is used with other dimensions and facts in
the current folder.

Instance: The instance dimension is used with other dimensions and facts in the
current folder.

Time Day - Policy Date: This is the role playing version of the time dimension and
can be used with other dimensions and facts in the current folder.

Fact - SOD Policy: The SOD Policy fact has measures derived around all the
dimensions in this subject area.

Subject Area — SOD Policy Conditions

The SOD Policy Conditions subject area has the following structure.

Conditions

Common Dimensions (refer to the Common Dimensions section of this chapter.)
Conditions

Path conditions

Fact - SOD Conditions

* Condition Value - That holds value of the exclusions of type users, access point,
SOB, OU etc.

¢ Condition Value Status- The status mentions if the excluded value is Active,
Inactive or NA

* Condition Type — The condition type explains the type of condition. The type
may be Users, Access Point, SOB etc

¢ Condition Type Description — This attribute explains the description of
condition types.

* Condition Type Status - This status explains if the condition type is Active,
Inactive or NA

e Policy Count — The number of polices that are associated for this Condition
(Type/Value)

¢ Access Point Count - The number of access points that are associated for this
Condition (Type/Value)
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* Application User Count - The number of users that are associated for this
Condition (Type/Value)

e (Condition Value Effective Start Date- This is the start date for the Exclusion
e Condition Value End Date- This is the end date for the Exclusion
e  Conditions Count — The number of exclusions.

* Global Condition Flag — This flag indicates whether exclusion type is excluded
at global level or not.

* Policy Same Flag- This flag shows the value of same flag at policy level for an
exclusion type. If Policy same flag is 'Yes' then this exclusion is associated with

policy.

® Global Condition Value Flag- This flag indicates whether exclusion is excluded
at global level or not.

¢ Global Same Flag- This flag shows the value of same flag at global level for an
exclusion type.

¢ SOD Condition Type
e Exclusion Type Effective Start Date- Exclusion type start date
* Exclusion Type Effective End Date-Exclusion type end date
¢ Condition Type-Exclusion type
* Condition Type Id-Identifier for a particular exclusion type
¢ Condition Type Description-Description for particular exclusion
e Condition Type Code-Code value for exclusion type

¢ Condition Type Status- This status explains if the condition type is Active,
Inactive or NA Condition Type Status Code-Code for Condition Type Status

e SOD Condition Value
e Condition Value- Value of Exclusion

* Condition Value Status-This status explains if the condition value (exclusion
value) is Active, Inactive or NA.

e Condition Value Effective Start Date-Exclusion value start date
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e Condition Value Effective End Date-Exclusion value end date
e Condition Value Status Code-Code value for Condition value status

e Condition Value Id-Identifier for Condition value

Path Conditions

e Access Point Path Conditions

¢ Access Point Description- It explains description of access point which is
excluded

e Access Point Start Date- Start date of Access point which is excluded.

® Access Point End Date- End date of Access point which is excluded.

® Access Point Name- It shows Access point name which is excluded

® Access Point Type- It shows the type of access point which is excluded
* Access Point

®  Access Point Name-It shows Access point name.

® Access Point Type-It shows the type of access point.

¢ Access Point Description-It explains description of access point.

® Access Point Start Date-Start date of Access point.

e Access Point End Date-End date of Access point.

e Access Point Code-Code of Access point.

® Access Point Type Code-Code of Access point type.

e Access Point — From

¢ Access Point Name — From- It shows Access point name from which it is
excluded

® Access Point Description — From- explains description of access point from
which it is excluded

® Access Point Type — From- It shows the type of access point from which it is
excluded
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® Access Point Start Date — From- Start date of Access point from which it is
excluded

® Access Point End Date — From- End date of Access point from which it is
excluded

® Access Point Id — From- Identifier of Access point from which it is excluded.
e Access Point Code - From- Code of Access point from which it is excluded
e Access Point Type Code — From- of Access point type from which it is excluded

e Application User — From

¢ Global User Name-If user is having existence in more than one application then
his unique id/name across all the applications is known as global user name.

® Related User Name-User's name in a particular application.
* Related User Id-Identifier for User in the application.
¢ Display Name-Name to be displayed in that application.
* First Name-First name of User in application.
* Last Name-Last name of user in an application.
* User Status-This status indicates whether user is active or inactive.
¢ User Description- Description of user in an application.
¢ Email Address-E-mail address of the user.
¢ Employee Id-Employee identifier for user.
e User Start Date-Start date of user in that application.
e User End Date-End date of the user in an application.
¢ User Effective Start Date - SCD type2 attribute.
¢ User Effective End Date - SCD type?2 attribute.
¢ Fact- SOD Path Conditions
* Condition Path Start Date- Start date for path of Exclusion.

¢ Condition Path End Date-End date for path of exclusion.
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e Condition Path Action-Action for Exclusion.(whether to exclude or not).

e Condition Path Status- this status indicates whether exclusion is active or

inactive.

® Access Point Name-Name of Access point which is excluded.

® Access Point Type-Type of Access point which is excluded.

® Access Point Name — From-Name of access point from which it is excluded.

e Access Point Type — From-Type of access point from which it is excluded.

e Instance Name-Name of the instance for which exclusion is there.

¢ Instance Description-Description of Instance for which exclusion is there.

Metrics

Global User Conflict

Metric

SOD Policy Count

Total Conflict Count

Global User Count

Run Count

Month Ago Run Count

Year Ago Run Count

Number of Days Outstanding

Approved Conflict Count

Monitor Conflict Count

Definition

The count of SOD Policies

This is the total count of SOD conflicts

This is the count of Global users

This is the count of run

This is the count of run a month ago.

This is the count of run a year ago.

The number of days that an SOD conflict has been
identified but not resolved.

This is total the count of approved conflicts

This is total the count of monitor conflicts
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Pending Conflict Count

Prevented Conflict Count

Rejected Conflict Count

Month Ago Total Conflict Count

Month Ago Approved Conflict Count

Month Ago Monitor Conflict Count

Month Ago Pending Conflict Count

Month Ago Prevented Conflict Count

Month Ago Rejected Conflict Count

Quarter Ago Total Conflict Count

Quarter Ago Approved Conflict
Count

Quarter Ago Monitor Conflict Count

Quarter Ago Pending Conflict Count

Quarter Ago Prevented Conflict
Count

Quarter Ago Rejected Conflict Count

Year Ago Total Conflict Count

Year Ago Approved Conflict Count

Year Ago Monitor Conflict Count

Year Ago Pending Conflict Count

Year Ago Prevented Conflict Count

This is total the count of pending conflicts

This is total the count of prevented conflicts

This is total the count of rejected conflicts

This is the count of total conflicts a month ago.

This is the count of approved conflicts a month ago.

This is the count of monitor conflicts a month ago.

This is the count of pending conflicts a month ago.

This is the count of prevented conflicts a month ago.

This is the count of rejected conflicts a month ago.

This is the count of total conflicts quarter ago.

This is the count of approved conflicts quarter ago.

This is the count of monitor conflicts quarter ago.

This is the count of pending conflicts quarter ago.

This is the count of prevented conflicts quarter ago.

This is the count of rejected conflicts quarter ago.

This is the count of total conflicts a year ago.

This is the count of approved conflicts a year ago.

This is the count of monitor conflicts a year ago.

This is the count of pending conflicts a year ago.

This is the count of prevented conflicts a year ago.
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Year Ago Rejected Conflict Count

This is the count of rejected conflicts a year ago.

Conflict Metrics

Metric

SOD Policy Count

Total Conflict Path Count

Entitlement Count

Application User Count

Run Count

Month Ago Run Count

Year Ago Run Count

Number of Days Outstanding

Role Count

Privilege Count

Assigned To User Count

Approved Conflict Path Count

Monitor Conflict Path Count

Pending Conflict Path Count

Prevented Conflict Path Count

Rejected Conflict Path Count

Month Ago Total Conflict Path Count

Definition

The count of SOD Policies

The count of total Conflict paths.

The count of entitlements.

The count of Application User.

The count of runs.

The count of runs a month ago.

The count of runs a year ago.

The number of days that an SOD conflict has been
identified but not resolved.

The count of roles.

The count of privileges.

The count of assigned to users.

The count of approved conflict paths.

The count of Monitor conflict paths.

The count of Pending conflict paths.

The count of Prevented conflict paths.

The count of Rejected conflict paths.

The count of total conflict paths a month ago.
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Month Ago Approved Conflict Path The count of Approved conflict paths a month ago.

Count

Month Ago Monitor Conflict Path The count of Monitor conflict paths a month ago.
Count

Month Ago Pending Conflict Path The count of Pending conflict path a month ago.
Count

Month Ago Prevented Conflict Path The count of Prevented conflict paths a month ago.
Count

Month Ago Rejected Conflict Path The count of Rejected conflict paths a month ago.
Count

Quarter Ago Total Conflict Path Count The count of total conflict path paths a quarter ago.

Quarter Ago Approved Conflict Path ~ The count of total conflict path a quarter ago.

Count
Quarter Ago Monitor Conflict Path The count of Monitor conflict paths a quarter ago.
Count
Quarter Ago Pending Conflict Path The count of Pending conflict paths a quarter ago.
Count

Quarter Ago Prevented Conflict Path ~ The count of Prevented conflict paths a quarter ago.
Count

Quarter Ago Rejected Conflict Path The count of Rejected conflict paths a quarter ago.
Count

Year Ago Total Conflict Path Count The count of total conflict paths a year ago.

Year Ago Approved Conflict Path The count of Approved conflict paths a year ago.
Count

Year Ago Monitor Conflict Path Count The count of Monitor conflict paths a year ago.
Year Ago Pending Conflict Path Count The count of Pending conflict paths a year ago.

Year Ago Prevented Conflict Path The count of Prevented conflict paths a year ago.
Count
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Year Ago Rejected Conflict Path Count The count of Rejected conflict paths a year ago.

Conflict Count This is a distinct count of user surrogate key and
policy surrogate key.

Policy Previous Run Metrics

Metric Definition

Approved Conflict Path Count The count of Approved conflict paths for the current
run.

Monitor Conflict Path Count The count of Monitor conflict paths for the current run.

Pending Conflict Path Count The count of Pending conflict paths for the current run.

Prevented Conflict Path Count The count of Prevented conflict paths for the current
run.

Rejected Conflict Path Count The count of Rejected conflict paths for the current run.

Total Conflict Count This is the total conflicts for the current run.

Approved Conflict Count This is the approved conflicts for the current run.

Monitor Conflict Count This is the Monitor conflicts for the current run.

Pending Conflict Count This is the Pending conflicts for the current run.

Prevented Conflict Count This is the Prevented conflicts for the current run.

Rejected Conflict Count This is the Rejected conflicts for the current run.

Total Conflict Path Count This is the total conflict paths for the current run.

Previous Run Total Conflict Count This is the count of total conflicts for previous run.

Previous Run Approved Conflict This is the count of Approved conflicts for previous

Count run.
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Previous Run Monitor Conflict Count

Previous Run Pending Conflict Count

Previous Run Prevented Conflict
Count

Previous Run Rejected Conflict
Count

Previous Run Total Conflict Path
Count

Previous Run Approved Conflict
Path Count

Previous Run Monitor Conflict Path
Count

Previous Run Pending Conflict Path
Count

Previous Run Prevented Conflict
Path Count

Previous Run Rejected Conflict Path
Count

Latest Policy Run Flag

This is the count of Monitor conflicts for previous run.

This is the count of Pending conflicts for previous run.

This is the count of Prevented conflicts for previous
run.

This is the count of Rejected conflicts for previous run.

This is the count of Total conflicts for previous run.

This is the count of Approved conflict paths for
previous run.

This is the count of Monitor conflict paths for previous
run.

This is the count of Pending conflict paths for previous
run.

This is the count of Prevented conflict paths for
previous run.

This is the count of Rejected conflict paths for previous
run.

The flag indicates if a run is latest for a given Policy
(Y/N) The flag is derived on Policy Id and the run
surrogate key (not on Policy Surrogate Key).

SOD Policy Metrics

Metric

Total Policy Count

Policy Count

Entitlement Count

Definition

The total count of SOD Active Policies

The count of SOD active Policies

The count of Entitlement
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Access Point Count

Instance Count

Process Count

Risk Count

Month Ago Policy Count

Month Ago Entitlement Count

Month Ago Access Point Count

Month Ago Instance Count

Quarter Ago Policy Count

Quarter Ago Entitlement Count

Quarter Ago Access Point Count

Quarter Ago Instance Count

Year Ago Entitlement Count

Year Ago Access Point Count

Year Ago Policy Count

Year Ago Instance Count

The count of Access Point

The count of Instance

The count of Process

The count of Risk

This is the count of policies a month ago.

This is the count of Entitlement a month ago.

This is the count of Access Point a month
ago.v

This is the count of Instance a month ago.

This is the count of policies a Quarter ago.

This is the count of Entitlement a Quarter ago.

This is the count of Access Point a Quarter
ago.

This is the count of Instance a Quarter ago.

This is the count of Entitlement a Year ago.

This is the count of Access Point a Year ago.

This is the count of policies a Year ago.

This is the count of Instance a Year ago.

SOD Conditions Metrics

Metric Definition
Policy Count The number of polices that are enforced with this Condition
(Type/Value)
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Access Point Count ~ The number of access points that participated with this Condition

(Type/Value)
Application User The number of users that participated with this Condition (Type/Value)
Count
Conditions Count This measure provides the number of Condition Types available that

can be applied for a policy or set of policies.

Common SOD Dimensions

There is a common dimension folder in the following subject areas:

* Subject Area — SOD detail: The common dimensions are Policy, Run and Time
¢ Subject Area — SOD Conflicts: The common dimensions are Policy, Run and Time

® Subject Area — SOD Policy Conditions: The common dimensions are Policy, Run,
Instance and Access Point

Using Common Dimensions

The common dimensions include Run, Policy and Time. These dimensions can be used
across all the other folders. For example, you can use Policy dimension from Common
dimensions folder with facts and dimensions in Conditions folder. You should only use
the common dimensions with any one of the other folders. For example, you should not
select dimensions from Common Dimensions, Conditions and also Path conditions. You
should use dimensions from Common Dimensions and Conditions or dimensions from
Common Dimensions and Path Conditions.

* Policy Dimension: Policy is defined from a group of entitlements and access points
in combination. The Policy dimension is used with dimensions and facts from all
the folders.

e SOD user conflict specific analytics

SOD conflict path specific analytics

SOD Conflict Analytics by Run

SOD Conflicts

SOD Policy
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e Conditions

e Path Conditions

Run Dimension: The run dimension is used with dimensions and facts from all the
folders. Do not use the run dimensions with folder SOD Policy.

® SOD user conflict specific analytics

SOD contflict path specific analytics

SOD Conflict Analytics by Run

SOD Conflicts

Conditions

Path Conditions

Time Dimension: The time dimension is used with dimensions and facts from all
the folders.

* SOD user conflict specific analytics

SOD contflict path specific analytics
e SOD Conflict Analytics by Run

e SOD Policy

¢ Conditions

e Path Conditions

SOD Conditions

AACG enforces conditions for a policy or a set of policies:

Policy level conditions - The conditions are applied using the Same flag for the
policies. This is the policy level conditions. The Same flag can hold values (Yes, No)
to be set on the condition type for a policy.

Global level conditions - Enforces a condition across all polices using the global
condition as they are enforced on a given instance (EBS or Peoplesoft).

Global path conditions - Enforces conditions at the path level. For example, we can
set conditions for one access point with reference to another access point or user.
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These are called global path conditions. Global conditions refer to conditions that
are not based on a policy.

In GRI, you can report on condition that is set for a policy at:

* Condition Type level (For E.g. Access Point, User, SOB, OU etc)
* Condition Value level (For E.g. Values of Access Point, User, SOB, OU etc)

e Condition Paths (Apply condition on an Access point with respect to another access
point or users)

Flags in the reports show how the conditions are applied in AACG:

* Policy Same Flag — In the reports we use this flag to indicate that the Same flag in
the AACG application is applied for a policy with Condition type. If the Policy
Same Flag is set to 'Yes' it means that for a policy, the same flag in AACG has value
set to 'Yes' for the associated Condition type.

¢ Global Same Flag — In the reports we use this flag to indicate that the Same flag in
the AACG application is applied for a Condition type that spans across all policies.
We do not associate any single policy for the Condition type. If the Global Same
Flag is set to 'Yes' it means that the same flag in AACG has value set to 'Yes' for the
Condition type. This condition type is applied across all policies.

* Global Condition Flag — This flag indicates whether condition type is excluded at
global level or not. In the reports, we use this flag to indicate that the Same flag in
the AACG application is applied for a Condition type that spans across all policies.
The difference between Global Same Flag and Global Condition Flag is that Global
Same Flag contains value of same flag across all the polices while the Global
Condition Flag mentions that If the condition type is excluded globally or not.

* Global Condition Value Flag - This flag indicates whether condition value is
excluded at global level or not. In the reports, we use this flag to indicate that the
Same flag in the AACG application is applied for a Condition value that spans
across all policies.

Using Start and End Dates for Conditions

Using the start and end dates we capture when the Condition Value is applied for a
policy or is removed from a policy, or again introduced for a policy. If a condition
value/type is applied for a policy, the start date has the date when the condition was
effective for a policy and end date has an infinite date. If the applied condition
value/type is removed from the policy, then the end date is updated from infinite date
to the date when the condition value/type is removed from the policy. Again, if the
condition is applied for a policy, a new row is created with the start date has the date
when the condition was effective for a policy and end date has an infinite date.
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To see the dates in the reports use the following attributes:

e (Condition Value Start Date
e (Condition Value End Date
* Condition Type Start Date

* Condition Type End Date

Conditions Metrics

The following metrics are specific to the Conditions and Path conditions:

e Policy Count — The number of polices that are enforced with this Condition
(Type/Value)

® Access Point Count - The number of access points that participated with this
Condition (Type/Value)

* Application User Count - The number of users that participated with this Condition
(Type/Value)

¢ Conditions Count — This measure provides the number of Condition Types
available that can be applied for a policy or set of policies.

SOD Path Conditions

This is applicable at the access point level. Here the access point is excluded from
another access point or user. All path conditions are set at the global level or instance
level. The action is set to 'Excluded’ this means that the access point is excluded from
the related user or access point. The status is set to 'Active’ or 'Inactive'. This means that
the condition is 'Active’ or 'Inactive'. The Condition Path Start Date and Condition Path
End Date attributes explain when the path condition was set for an access point.

In AACG application, you can create global path conditions. Each excludes one access
point from another, such as an Oracle function from a menu or a responsibility. A path
including those points would be excluded from conflict generation. If, for example, a
global path condition excluded functionl from responsibilityl, an access policy set
function1 in conflict with function2, and a user had access to both functions, no conflict
would occur if the user's access to functionl came from responsibility1.

This information can be viewed in our reports by using the facts and dimension in the
Path Conditions folder.

Repository Modeling for SOD Subject Areas  4-21






5

Modifying Reports and Dashboards

This chapter covers the following topics:

Modifying Report Titles
Creating Report Prompts
Modifying Charts
Creating Formulas within Reports
Modifying Tables
Modifying Pivot Tables
Conditional Formatting
Modifying Data Formats
Using Filters

Printer Friendly Reporting
Supported Languages
Modifying Dashboards

Modifying Report Titles

To modify a report title:

1.

2.

3.

4.

Select the Modify link on any report.
Select the Results tab.

From the drop down menu, choose Title.

You can edit the report title, subtitle or image.
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5. Select the Save icon when you are finished making changes to your title.

Tips on Modifying Report Titles

¢ The name you give the report when you save it is the title that will be displayed
when the report is executed.

* When saving your report, enter a description for the report. The description
appears as a tooltip when you "hover" the mouse over the report title in Answers
and on Dashboards.

e If your chart or table is drillable, add a subtitle such as "(Drill on chart for details)"

e If desired, set the 'Started Time' to 'Display date & time'. Note that this may not
always be desirable and can clutter up the title.

* Adding an image to a report:

¢ Image names are always prefixed with "fmap:Images/"

* The image should appear to the left of the title.

To add an image to the report, find the image you wish to use in the following table,
then enter that image's reference in the Logo field.
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Image

Logo Field Entry “fmap:images’_ "

Logo Field Enfry “fmapcimages’ ™
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Creating Report Prompts

Use prompts to obtain user input before showing the report. To create a report prompt:

1. Select the Modify link on any report.

2. Select the Prompts tab.

3. From the Create Prompt menu, choose one of the following:

®  Column Filter Prompt: A column filter prompt provides general filtering of a
column within a request. A column filter prompt can present all choices for a
column, or it can present constrained choices for a column. For example, if a
request contains a Region=East filter, constraining choices for the City column
restricts the selections to cities in the East region only. This eliminates the
selection of a mutually exclusive filter that could result in no data.
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Column Filter Prompt Properties
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ﬂ Cancel

Image Prompt: An image prompt provides an image that users click to select
criteria for a request. For example, in a sales organization, users can click their
territories from an image of a map to see sales information, or click a product
image to see sales information about that product. Users who know how to use
the HTML <map> tag can create an image map definition.
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Image Map Prompt Properties

Caption |

Description |

Image URL |

HTML Image Map

HThL

Extract mage Magp from HThL

ﬂ Cancel

4. Select the Save icon when you are finished creating your report prompt.

Tips on Creating Report Prompts

* Prompts allow the user to provide input which filters large amounts of information
in order to get meaningful output.

¢ Example of a Column Filter Prompt as it would appear in a report:

Week
| B¢] week of 92972003 - 10/5/2003
Add Another Value Week of 10/6/2003 - 10/12/2003

Wesek of 10/1 372003 - 10152003
Week of 1052002003 - 10/26/2003

Wesk of 1002772003 - 117272003
< q ==

o]

Modifying Charts
To modify a chart:

1. Select the Modify link on any report.
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2. Select the Results tab.

3. From the drop down menu, choose Chart.
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Measure

Labels

Measure [+]

Lakels D D . ~

Risk ) -

Rizk 5 , .

Significance D D q

Risk 4 ! o o

Ukihood 1 O O 8 i
=

Facts - 2 3 s O Risk

Risk S Significance ()
o

Risk X 2@ o

Likelihoad ooano =

Risk

Significance D D

Mumber of 0

7] )
Processes D D Med-Low.2 Medium.d Med-High. 1 High,2 -
Med-Low.g Med-High.2 Med-High,3 High,1 i
H
Risk Significance, Mumber of Processes
Redraw | | Clear H e [+]

4. Make changes as appropriate.

5. Select the Save icon when you are finished making changes to your chart.

Tips on Modifying a Chart

*  When creating a report that will show a chart, include only the columns that you
need to render the chart. Columns included in the criteria but not shown are still
run and aggregated, which can adversely affect performance.

® Leave the chart size as initially displayed. Generally, the chart should be the size
needed to successfully achieve its purpose. It is okay if a summary chart is smaller
than a detailed one. Charts of different sizes will also lend some visual interest to
the page.

¢ In general, a light background color on a chart can add empbhasis to the chart and
visual interest to a page. For example:
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e Chart test
il

CHICAGD DISTRICT

CIMCINMATI DISTRICT

DETROIT DISTRICT . :
KAMSAS CITY DISTRICT 4.55% -‘I‘I"“" I T i
MIKKNEAPOLES DISTRICT
EOSTON DESTRICT ML S — - _}?..-ﬁ
HEW ¥YORK DISTRIGT —
PHILADELPHIA CISTRICT e
YOLUNGETOWS CISTRICT AAg —

ATLANTA DISTRIGT 1.78% —

CHARLOTTE CASTRICT

DALLAS DISTRICT a¥%
JACHEONVILLE DISTRICT

MEMPHIS DISTRICT A5
DEMVER DISTRICT
LOS ANGELES DISTRIET 5.5%
PORTLAND DISTRICT

SAM FRANGCESCD DESTRICT

The Worlds Greatest Chart Title

11.03%

¢ If displaying multiple charts in a report, enter a title for each chart for better
usability.

¢ Place legends in the appropriate location for the chart type displayed. As horizontal
space is usually the limiting dimension, a top or bottom location often works best.
This should be applied consistently by page.

* Include axis titles where necessary.

¢ Try to mix use of different chart types, for example, Vertical Bar, Horizontal Bar,
Line Bar Combo, and Pareto. Variety is good, but use the chart types which are best
suited to illustrate different types of data. For example, use lines for trends, bars for
comparison between series, stacked to show contributions to a whole.

¢ If using many Vertical Bar or Horizontal Bar graphs, try to mix use of different
styles, such as Rectangle, Cylinder and Gradient.

* Make charts to further detail reports, but try to keep drilling to 2 levels (parent
report to child report) to prevent confusing navigation.

* For gauges, use the default colors and gauge attributes:

Criteria | Results | Prompts | Advanced

2 Risk Mitigatic
s :f': \}'"f 4 & | Gauge Type Size W Clear |

e For Line Graphs or Line Bar Combo Graphs, turn off line symbols:
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Format Chart Data

| Posttional | [ Conetional |

Chart Component
Uze Default Position Line Symbol
Color Type Width (px) Type Color
O 1| | | Detaut v|[- |  forr v |

Creating Formulas within Reports

Avoid creating new formulas within reports (for example, CASE statements or
calculations), instead, define formulas as metrics. This prevents the need to recreate
metrics that can be reused in other reports.

Modifying Tables

To modify a table:
1. Select the Modify link on any report.
2. Select the Results tab.
3. From the drop down menu, choose Table.
4. Make changes as appropriate.
Criteria | Results | Prompts | Advanced Dashboards - Angwers - More Procu ettingz = - Log Out
2 Humber of Controls Failures By Risk Type 558 2 [ E
Z ﬁ gﬂ DARNISTE RN Heacler Toolbars with Results
| H[Z ﬁﬂﬂ|¢f z ﬁﬂﬂpf z ﬁﬁﬂ| [z ﬁﬁﬂl it ﬁﬁ£|| it ﬁﬂﬂ|n ﬁﬂ£||¢f z ﬁﬂﬂ|
Count of Failed
Account Level Control Control Failed
2 Hame Process Type | Control Type RiskType Tests Count Control % Period Hame
Accounting Process Corrective Financial Fraud 3 2 BE 673 %2008
Accourting Frocess Detective Financial Fraud 8 2 EE E7% 20081
Accounting Process Freventive Financial Fraud 5 3 S50.00% 520051
Sccourting Pracess Preventive R HETRY 1 1 100.00% *2008G1
Compliance
5. Select the Save icon when you are finished making changes to your table.

Modifying Reports and Dashboards 5-9



Tips on Modifying Tables

*  When creating a report, always place the parent attribute in the left-outer-most
column followed by the respective children in hierarchical order.

e If an Enterprise Analytics Applications has Logical Column Names that are
identical within the same Subject Area, rename and prefix both columns so
end-users can differentiate between the two columns (for example, Finished Goods
Product Name and BOM Product Name).

e For large tables with many columns and rows, use bar shading to make the table
more readable. Note, however, that in some cases, the addition of the shaded bar
format will render a table less usable if the grouping with the value suppression
option is turned off.

Edit View
Paging Controls Bottom
Fowws per Page 10
Dizplay Column & Table Headings Only column headings A
Enable atternating row "green bar" styling
Enable column zorting in Dashboards
& B5
Cell

Horizontal &lignment | Default | Background Color I:I
Yertical Alignment Default

Border

Pozition | Default Border Style | Defaut »

I— Border Colar I:I

H Additional Formatting Options

ﬂ Cancel

® Left-justify labels if displaying labels in a column.

¢ Change the number of records displayed to vary the height of a table. The default is

25 rows per page.

® Select the Table View Properties button to enable column sorting in Dashboards.
Column sorting in Dashboards works best when there is a small set of records
(fewer than 100) in an analysis.
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Edit View
Paging Controls

Dizplay Column & Table Headings | Only column headings W

Enable atternating rowe "green bar" styling
Enable column sarting in Dazhboards

& B
Cell

Horizortal Alignmerit Background Color Ij
Yertical Alignment

Border

Position Border Style

I Border Color Ij

Additional Formatting Options

ﬂ Cancel

Modifying Pivot Tables
To modify a Pivot table:

1. Select the Modify link on any report.
2. Select the Results tab.
3. From the drop down menu, choose Pivot Table.

4. Make changes as appropriate.
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5.

Criteria | Results | Prompts | Advanced

() [pwot e <] ] 2

&4 ] [W]Show Contrals | [[]Chart Pivoted Results

Pages |E Excluded
Risk Significance = |
Sections || |44 Facts - Risk d
Risk Likelihood ==
A4 Columnz [
Risk COMCAT(Risk Likelihood, * ... &+t

Measure Labels =

Rowes |& heasures
Risk Facts - Issue Control Issues 2

Risk Significance &) |+1]

[ Display Results

Low Likelihood Medium Likelihood [High Liketinood | NN

Risk Significance Cortrol Issues Cortrol lssues Cortrol |ssues Cortrol lssues
Med-Low 1 1

Med-High 1 1 8

Medium 8

Select the Save icon when you are finished making changes to your pivot table.

Tips on Modifying Pivot Tables

When creating the criteria for a pivot table, only include the columns that you
absolutely require to render the pivot table.

Conditional formatting is carried over to pivot tables except for conditional
formatting based on another column. Conditions must be based on the column to
which they apply.

Use the pivot table functionality to create "% of total" columns where needed.

Make creative use of pivot tables. Create mini pivot tables as summary tables on top
of a report.

Conditional Formatting

To add conditional formatting to a table:

1.

2.

3.

Select the Modify link on any report.
Select the Results tab.

From the drop down menu, choose Table.
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4. Select the Column Properties button.

Criteria | Results | Prompts | Advanced LBy
2 Reguiatory ¢
Z ﬁ gﬂ T | Dizplay |Header Toolbars with Results V|

I Z [ 6 X[+ Z [ ] [ A [ [ 3t 5] [x]

Account Level Total Control | Total Test

2 Hame Process Type | Count Count Control % ™
Accounting Process 13 G 53.85% 0
SalesAccounting Process 1 1 0.00% o

5. Make changes as appropriate on the Conditional Format tab. Refer to the online

help for details.

6. Select the Save icon when you are finished making changes.

Tips on Conditional Formatting

¢ If you use graphics, remember to use the "null" images for the conditions that are
not met, so alignment of text and numbers is preserved. In the following example,
when there are no failed controls, a green circle is displayed, which keeps the
column properly aligned.

Modifying Reports and Dashboards 5-13



F

Regulatory Compliance Status

L [Drill on ditnenzion to zee detail infarmation)
| Accourt Level 2 Name W |

Account Level 2 Process Total Control | Total Test | Failed Period |
Hame Tvpe Count Count Control %™ |Hame
Accounting Process 13 B 5385% 0 Y 20051
Salesicoounting Process 1 1 0.00% o Y 20050
Accounting Process 1 1 0.00% 0 Y2008C3
Accourting Process 1 1 0.00% 0 Y 200501
Accounting Process v 5 0.00% o Y 20052

Madify - Refresh - Dowwnload - Add to Briefing Book

¢ Display legends to explain the conditional formatting using the Legend option.

z v -5 s = - Log Out

Criteria | Results | Prompts | Advanced

El Controls Summary

EA) |cCaptions |Right & | |Legend tems perrowe |3 | |1
Tite | | E4

ttems

Captian E Sample Text
1. | | |Contr0l Failures = 50% | 4 [x] [+]
3 | | |C0ntr0l Failures = 25% | 4 [x] (=] =]
) | | |C0ntr0l Failures < 25% | f4 [x]

Add Itemn |

[

[¥ Display Results

* Conditional formatting allows conditions on other columns in your report, not just
the column with the formatting. For example, if you are doing comparisons with
historical data, you can try using the red down arrows and blue up arrows to
indicate trends.

Modifying Data Formats
To modify data formats in a table:

1. Select the Modify link on any report.
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2. Select the Results tab.
3.  From the drop down menu, choose Table.
4. Select the Column Properties button.

5. Make changes as appropriate on the Data Format tab. Refer to the online help for
details.

6. Important: When you select the Save button, make sure that you save as the
system-wide default for your specific metric. Do not save as the system-wide
default for this data type; this can cause formatting of other metrics to change and
can cause a lot of rework. For example:

Edit Column Format Helg

[=tyle | [ Column Format | | Data Format | [ Conditional Formeat |

Cwverricde Default Data Format

Treat Mumbers Az | Mumber b
Megative Format Minus; -123 w
Decimal Places ] W

|:| 22 1000'z Zeparator

Save M oo the system-wide default for '"COUMNTIDISTINCT "Facts - Rizk" "Process Key'")'
as the system-wide default for this data type

Using Filters
To add a filter to a report:

1. Select the Modify link on any report.
2. Select the Critera tab.

3. To add a new filter, select the Filter button for the appropriate column.
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Criteria | Results | Prompts | Advanced

(@) (@) (&) (=)

Columns

Click on column names in the selection pane to add them to the «
Edit a column's format, formula and filters by clicking the buttons

Account Control Tests Control
1 Control Type

4 ] (¥ ] [ [ [ [

Display Results | Remove All |

4. Make changes as appropriate.

Create/Edit Filter Help
Column Control Test Type Match: | bedins with V| |

Dperator |is ecjual to iz in V| All Choices Limited Choices
Walue | |ﬂ

Add » || Clear Values

Advanced F ﬂ Cancel

5. Select Ok when you are done making changes, then save your work.

Tips on Using Filters

* For dynamic data, analyses should only contain "Is Prompted" filters (that is,
nothing should be hard-coded).

¢ Saved filters should be used when you wish to filter a lot of reports by a set number
of filtered columns. For example, if you wish to filter to the current year, create then
reference a Shared Filter called "Current Year" instead of Year = 2008, or create a
Shared Filter called "Current Year Prompted” instead of Year is prompted.

¢ Try to include column selectors in your reports. Add labels for column filters, such
as "Select View". For example:
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g ﬂ Controls Count - Summary

Select
Dimension | Account Lewvel 2 Mame b

Select
Metric | Fey Control Count b

To use repository variables in your filters, select Add -> Variable in the Create/Edit
Filter screen, then enter the variable name. The following is a list of repository

variables that you can use in your filters:

CURRENT_DAY
CURRENT_FSCL_MONTH
CURRENT_FSCL_QUARTER
CURRENT_FSCL_YEAR
CURRENT_FSCL_WEEK
CURRENT_JULIAN_DAY_NUM
CURRENT_MONTH
CURRENT_QUARTER
CURRENT_YEAR
CURRENT_WEEK
LAST_REFRESH_DT
NEXT_FSCL_MONTH
NEXT_FSCL_QUARTER
NEXT_FSCL_YEAR
NEXT_FSCL_WEEK
NEXT_MONTH
NEXT_QUARTER
NEXT_YEAR

NEXT_WEEK
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¢ PREVIOUS_FSCL_MONTH

e PREVIOUS_FSCL_QUARTER
e PREVIOUS_FSCL_YEAR

e PREVIOUS_FSCL_WEEK

¢ PREVIOUS_MONTH

¢ PREVIOUS_QUARTER

¢ PREVIOUS_YEAR

e PREVIOUS_WEEK

Printer Friendly Reporting

Add Global Header and Footer to reports that you expect a user to print. To add a
header and footer:

1. Select the Modify link on any report.

2. Select the PDF and Print Control button.

Criteria | Results | Prompts | Advanced

|Cnmpuund Layout ""| 2
W T | Add view: B Zm b Wl v

3. Select the Include Header and/or Include Footer check boxes.

4. Select the Edit button to specify how you want the header or footer to appear.
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POF and Print Condrol

Page Settings
Paper Zize |Uszer Default w
Criertstion | Portrait b

Print Rowes | Wisible

Header and Footer

Include Hesder | Edit

Include Footer | Edit

ﬂ Cancel

5. Select the Save icon when you are finished making changes.

Supported Languages

GRC Manager supports multiple languages in the user interface, where a user can
override the default language through User Preferences. The languages delivered with
GRC Manager include:

® Chinese Simplified
¢ Chinese Traditional
e Danish

e English US

e French

¢ French-Canadian

¢ German

e Jtalian

* Japanese

¢ Korean

e Portuguese

® Spanish

The administrator has the ability to change the display text by language, which is
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modified via Administrative Tools.

Modifying Dashboards

To modify a dashboard, select Edit Dashboard from the Page Options menu. When
modifying a dashboard, keep the following suggestions in mind:

® On a Dashboard page with multiple columns and rows, summarized analyses are
typically shown first. End-users should be able to quickly view a summarized
analysis, uncover a problem or opportunity and drill-down into details.

¢ Try not to place too many reports per dashboard. Remember that performance will
suffer if there are a large number of reports embedded within a dashboard.

e Try to make dashboards look symmetric both vertically and horizontally. For
example, fill available space, but leave some white space between content.

* To provide variety in Dashboard layout, use the "Insert Column Break" function on
a column to obtain spanning columns. Or, use the "Horizontal Alignment" option
for a section; this distributes a section's content horizontally as opposed to
vertically.

* Enter descriptions for dashboards and pages. Descriptions appear as tooltips when
you hover the mouse over the dashboard links in the top banner and page tabs.

* Remember to add links to Modify, Refresh, Download and Print to your reports.
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A

Accounts Lacking Mitigating Controls Report, 2-
15

Assessments - Completion Due Date Report, 2-10

,2-39

Assessment Status By Process Owner Report, 2-
11

Audit and Process Test Issues Report, 2-22, 2-38

B

BI Publisher Reports, 2-41

Cc

Certifications Activities Tab, 2-11
Certifications By Process - Current and Prior
Year Report, 2-9

Certifications Dashboard, 2-8

Certifications Overview Tab, 2-9
Certification Status Report, 2-4

Charts, modifying, 5-6

Conditional formatting, 5-12

Control Failure By Process Report, 2-20
Controls Activities Tab, 2-17

Controls Count - Summary Report, 2-17
Controls Dashboard, 2-13

Controls Overview Tab, 2-13

Controls Summary Report, 2-5, 2-13
Controls Test Failures Report, 2-19, 2-40
Control Test Summary Report, 2-7, 2-17, 2-36

Index

D

Dashboard options, 1-1

Dashboards, 1-1

Dashboards, modifying, 5-20

Data Formats, 5-14

Design and Operating Effectiveness by Control
Report, 2-12

Design and Operating Effectiveness by Process
Report, 2-9

F

Filters, 5-15
Formatting, conditional, 5-12
Formulas, creating in reports, 5-9

G

GRC Activities Tab, 2-5
GRC Overall Tab, 2-1
GRC Overview Dashboards, 2-1

H

High Risk Processes Report, 2-30

High Risk Processes With Issues Report, 2-32
High Risk Processes With No Controls Tested
Report, 2-35

Issues Activities Tab, 2-24
Issues by Materiality Report, 2-26
Issues By Owner Report, 2-25

Index-1



Issues Dashboard, 2-21

Issues - Deficiencies Summary Report, 2-21
Issues Overview Tab, 2-21

Issues Requiring Remediation Report, 2-24
Issues Scorecard Summary Report, 2-8, 2-23
Issues Trends Report, 2-27

L

Language
support, 5-19

Manual versus Automated Control and Risk
Rating Comparison Report, 2-16, 2-30

N

Negative Reviewer Certification Responses By
Process Id Report, 2-11

Non-Compliant Processes Report, 2-5
Number of Controls By Risk Type and
Significance Report, 2-34

Number of Controls Failures By Risk Type
Report, 2-18, 2-29

P

Pivot Tables, modifying, 5-11

Processes With Control Issues Report, 2-14
Processes With Risk and Control Issues Report,
2-24

R

Regulatory Compliance Status Report, 2-4
Report Prompts, creating, 5-4

Reports, formulas in, 5-9

Reports, printing, 5-18

Report Titles, modifying, 5-1

Repository Modeling for SOD, 4-1
Repository Modeling for SOD Conflicts, 4-4
Repository Modeling for SOD Detail, 4-2
Repository Modeling for SOD Policy, 4-6
Repository Modeling for SOD Policy Conditions,
4-7

Risk Activities Tab, 2-32

Risk by Process Owners Report, 2-33

Risk Dashboard, 2-28

Index-2

Risk Heat Map - Business Processes Report, 2-1
Risk Heat Map - Control Issues Report, 2-3

Risk Heat Map - Controls Report, 2-2

Risk Heat Map - Process Issues Report, 2-2

Risk Mitigation By Risk and Process Type
Report, 2-28

Risk Overview Tab, 2-28

Risks by Process - Issues Aging Report, 2-6, 2-31

S

SOD Conditions, 4-19

SOD Dimensions, common, 4-18

SOD Path Conditions, 4-21

SOD Policy - Auditor Dashboards, 3-8

SOD Policy - Auditor Details Dashboard, 3-12
SOD Policy - Auditor Overview Dashboard, 3-8
SOD Policy Conflicts Dashboards, 3-24

SOD Policy Conflicts Detail Dashboard, 3-28
SOD Policy Conflicts Overview Dashboard, 3-24
SOD Policy Dashboards, 3-1

SOD Policy Details Dashboard, 3-4

SOD Policy Overview Dashboard, 3-1

SOD Policy - Owner Dashboards, 3-16

SOD Policy - Owner Details Dashboard, 3-20
SOD Policy - Owner Overview Dashboard, 3-16

T

Tables, modifying, 5-9

Tables, pivot, 5-11

Test Coverage - Current and Prior Year Report,
2-37

Testing Activities Tab, 2-40

Testing Cycle Time - Test Owner Report, 2-40
Testing Dashboards, 2-36

Testing Overview Tab, 2-36

Tests Completed By Test Owner - Current and
Prior Year Report, 2-40
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